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Summary

CVE CVE-2022-23603

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-01 11:15:00 UTC

Updated 2023-06-27 02:39:00 UTC

Description iTunesRPC-Remastered is a discord rich presence application for use with iTunes & Apple Music. In code before commit 24f43aa user input is not properly sanitized and code injection is possible. Users are advised to upgrade as soon as is possible. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-116

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Itunesrpc-remastered Project Itunesrpc-remastered - All All All

References

Reference

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') and Improper Encoding or Escaping of Output in server.py · Advisory · bildsben/iTunesRPC-Remastered · GitHub

Merge pull request from GHSA-3xpp-rhqx-cw96 · bildsben/iTunesRPC-Remastered@54b02d9 · GitHub

Merge pull request from GHSA-3xpp-rhqx-cw96 · bildsben/iTunesRPC-Remastered@24f43aa · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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