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Summary

CVE CVE-2022-23605

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-04 23:15:00 UTC

Updated 2022-02-11 03:05:00 UTC

Description Wire webapp is a web client for the wire messaging protocol. In versions prior to 2022-01-27-production.0 expired ephemeral messages were not reliably removed from local chat history of Wire Webapp. In versions before 2022-01-27-production.0 ephemeral messages and assets might still be accessible through the local search functionality. Any attempt to view one of these message in the chat view will then trigger the deletion. This issue only affects locally stored messages. On premise instances of wire-webapp need to be updated to 2022-01-27-production.0, so that their users are no longer affected. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-212

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wire Wire-webapp 2016-07-29-17-00 All All All

Application Wire Wire-webapp 2016-08-04-15-44 All All All

Application Wire Wire-webapp 2016-08-23-09-31 All All All

Application Wire Wire-webapp 2016-08-24-10-10 All All All

Application Wire Wire-webapp 2016-08-29-14-54 All All All

Application Wire Wire-webapp 2016-09-08-15-38 All All All

Application Wire Wire-webapp 2016-09-19-14-01 All All All

Application Wire Wire-webapp 2016-09-28-14-58 All All All

Application Wire Wire-webapp 2016-10-11-15-34 All All All

Application Wire Wire-webapp 2016-10-18-08-10 All All All

Application Wire Wire-webapp 2016-10-25-08-17 All All All

Application Wire Wire-webapp 2016-10-26-18-58 All All All

Application Wire Wire-webapp 2016-11-03-16-09 All All All

Application Wire Wire-webapp 2016-11-08-15-06 All All All

Application Wire Wire-webapp 2016-12-01-12-57 All All All

Application Wire Wire-webapp 2016-12-13-15-12 All All All

Application Wire Wire-webapp 2017-01-23-12-12 All All All
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Application Wire Wire-webapp 2017-01-23-12-12 All All All

Application Wire Wire-webapp 2017-02-01-14-49 All All All

Application Wire Wire-webapp 2017-02-17-10-10 All All All

Application Wire Wire-webapp 2017-02-24-13-06 All All All

Application Wire Wire-webapp 2017-03-08-17-32 All All All

Application Wire Wire-webapp 2017-03-14-15-05 All All All

Application Wire Wire-webapp 2017-03-21-11-00 All All All

Application Wire Wire-webapp 2017-03-27-17-10 All All All

Application Wire Wire-webapp 2017-03-28-14-23 All All All

Application Wire Wire-webapp 2017-04-05-16-58 All All All

Application Wire Wire-webapp 2017-04-07-09-42 All All All

Application Wire Wire-webapp 2017-04-19-12-31 All All All

Application Wire Wire-webapp 2017-04-20-15-54 All All All

Application Wire Wire-webapp 2017-05-03-10-29 All All All

Application Wire Wire-webapp 2017-05-19-16-10 All All All

Application Wire Wire-webapp 2017-05-26-08-16 All All All

Application Wire Wire-webapp 2017-05-26-12-03 All All All

Application Wire Wire-webapp 2017-06-01-10-02 All All All

Application Wire Wire-webapp 2017-06-07-15-03 All All All

Application Wire Wire-webapp 2017-06-07-18-05 All All All

Application Wire Wire-webapp 2017-06-22-12-18 All All All

Application Wire Wire-webapp 2017-06-28-15-13 All All All

Application Wire Wire-webapp 2017-07-06-12-44 All All All

Application Wire Wire-webapp 2017-07-06-15-48 All All All

Application Wire Wire-webapp 2017-07-18-12-50 All All All

Application Wire Wire-webapp 2017-08-03-15-19 All All All

Application Wire Wire-webapp 2017-08-04-09-04 All All All

Application Wire Wire-webapp 2017-08-04-15-01 All All All

Application Wire Wire-webapp 2017-08-08-15-09 All All All

Application Wire Wire-webapp 2017-08-24-10-57 All All All

Application Wire Wire-webapp 2017-08-31-14-21 All All All

Application Wire Wire-webapp 2017-09-26-07-18 All All All

Application Wire Wire-webapp 2017-09-26-13-00 All All All

Application Wire Wire-webapp 2017-10-09-08-42 All All All

Application Wire Wire-webapp 2017-10-19-10-45 All All All

Application Wire Wire-webapp 2017-10-25-07-08 All All All
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Application Wire Wire-webapp 2017-11-07-08-50 All All All

Application Wire Wire-webapp 2017-11-10-10-41 All All All

Application Wire Wire-webapp 2017-12-04-10-23 All All All

Application Wire Wire-webapp 2017-12-04-13-34 All All All

Application Wire Wire-webapp 2017-12-07-11-13 All All All

Application Wire Wire-webapp 2017-12-20-12-48 All All All

Application Wire Wire-webapp 2018-01-24-18-11 All All All

Application Wire Wire-webapp 2018-02-01-10-26 All All All

Application Wire Wire-webapp 2018-02-16-07-54 All All All

Application Wire Wire-webapp 2018-03-12-11-41 All All All

Application Wire Wire-webapp 2018-04-06-07-28 All All All

Application Wire Wire-webapp 2018-04-06-09-44 All All All

Application Wire Wire-webapp 2018-04-09-10-16 All All All

Application Wire Wire-webapp 2018-04-12-06-45 All All All

Application Wire Wire-webapp 2018-04-12-11-12 All All All

Application Wire Wire-webapp 2018-04-12-13-37 All All All

Application Wire Wire-webapp 2018-04-24-14-58 All All All

Application Wire Wire-webapp 2018-05-04-07-18 All All All

Application Wire Wire-webapp 2018-05-24-15-49 All All All

Application Wire Wire-webapp 2018-06-19-08-04 All All All

Application Wire Wire-webapp 2018-07-03-08-25 All All All

Application Wire Wire-webapp 2018-07-16-08-55 All All All

Application Wire Wire-webapp 2018-07-16-14-05 All All All

Application Wire Wire-webapp 2018-07-26-08-54 All All All

Application Wire Wire-webapp 2018-08-06-08-03 All All All

Application Wire Wire-webapp 2018-08-22-07-38 All All All

Application Wire Wire-webapp 2018-08-31-06-54 All All All

Application Wire Wire-webapp 2018-09-07-14-18 All All All

Application Wire Wire-webapp 2018-09-28-11-46 All All All

Application Wire Wire-webapp 2018-10-02-08-03 All All All

Application Wire Wire-webapp 2018-10-15-08-14 All All All

Application Wire Wire-webapp 2018-10-23-12-05 All All All

Application Wire Wire-webapp 2018-11-05-11-21 All All All

Application Wire Wire-webapp 2018-11-15-13-14 All All All

Application Wire Wire-webapp 2018-11-30-11-03 All All All

Application Wire Wire-webapp 2018-12-03-11-26 All All All
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Application Wire Wire-webapp 2018-12-03-11-26 All All All

Application Wire Wire-webapp 2018-12-04-14-24 All All All

Application Wire Wire-webapp 2019-01-02-13-10 All All All

Application Wire Wire-webapp 2019-01-08-13-20 All All All

Application Wire Wire-webapp 2019-01-17-15-08 All All All

Application Wire Wire-webapp 2019-02-11 staging0 All All

Application Wire Wire-webapp 2019-02-11 staging1 All All

Application Wire Wire-webapp 2019-02-11 staging2 All All

Application Wire Wire-webapp 2019-02-13 staging0 All All

Application Wire Wire-webapp 2019-02-18 staging0 All All

Application Wire Wire-webapp 2019-02-18-11-26 All All All

Application Wire Wire-webapp 2019-02-27 staging0 All All

Application Wire Wire-webapp 2019-02-28 staging0 All All

Application Wire Wire-webapp 2019-02-28 staging1 All All

Application Wire Wire-webapp 2019-02-28-15-10 All All All

Application Wire Wire-webapp 2019-02-28-15-11 All All All

Application Wire Wire-webapp 2019-03-05 staging0 All All

Application Wire Wire-webapp 2019-03-07 staging0 All All

Application Wire Wire-webapp 2019-03-11 staging0 All All

Application Wire Wire-webapp 2019-03-13 staging0 All All

Application Wire Wire-webapp 2019-03-13 staging1 All All

Application Wire Wire-webapp 2019-03-14-11-05 All All All

Application Wire Wire-webapp 2019-03-18-12-58 All All All

Application Wire Wire-webapp 2019-03-20 staging0 All All

Application Wire Wire-webapp 2019-03-25 staging0 All All

Application Wire Wire-webapp 2019-03-25 staging1 All All

Application Wire Wire-webapp 2019-03-28 staging0 All All

Application Wire Wire-webapp 2019-03-28 staging1 All All

Application Wire Wire-webapp 2019-03-29-09-38 All All All

Application Wire Wire-webapp 2019-04-08 staging0 All All

Application Wire Wire-webapp 2019-04-10-10-55 All All All

Application Wire Wire-webapp 2019-04-11 staging0 All All

Application Wire Wire-webapp 2019-04-18 staging0 All All

Application Wire Wire-webapp 2019-04-23 staging1 All All

Application Wire Wire-webapp 2019-04-23-10-51 All All All

Application Wire Wire-webapp 2019-04-25 staging0 All All
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Application Wire Wire-webapp 2019-04-29 staging0 All All

Application Wire Wire-webapp 2019-05-09-09-36 All All All

Application Wire Wire-webapp 2019-05-14 staging0 All All

Application Wire Wire-webapp 2019-05-15 staging0 All All

Application Wire Wire-webapp 2019-05-16 All All All

Application Wire Wire-webapp 2019-05-16-09-26 All All All

Application Wire Wire-webapp 2019-05-31 staging0 All All

Application Wire Wire-webapp 2019-05-31-08-18 All All All

Application Wire Wire-webapp 2019-06-04 staging0 All All

Application Wire Wire-webapp 2019-06-06-12-31 All All All

Application Wire Wire-webapp 2019-06-20 staging0 All All

Application Wire Wire-webapp 2019-06-24 staging0 All All

Application Wire Wire-webapp 2019-06-25 staging0 All All

Application Wire Wire-webapp 2019-06-26 staging0 All All

Application Wire Wire-webapp 2019-07-01 staging0 All All

Application Wire Wire-webapp 2019-07-02-12-29 All All All

Application Wire Wire-webapp 2019-07-11-13-18 All All All

Application Wire Wire-webapp 2019-07-30 staging0 All All

Application Wire Wire-webapp 2019-08-01 staging0 All All

Application Wire Wire-webapp 2019-08-14 staging0 All All

Application Wire Wire-webapp 2019-08-19 staging0 All All

Application Wire Wire-webapp 2019-08-21 production0 All All

Application Wire Wire-webapp 2019-08-22 production0 All All

Application Wire Wire-webapp 2019-08-22 staging0 All All

Application Wire Wire-webapp 2019-08-27 staging0 All All

Application Wire Wire-webapp 2019-09-02 production0 All All

Application Wire Wire-webapp 2019-09-05 staging0 All All

Application Wire Wire-webapp 2019-09-09 staging0 All All

Application Wire Wire-webapp 2019-09-12 staging0 All All

Application Wire Wire-webapp 2019-09-13 staging0 All All

Application Wire Wire-webapp 2019-09-17 production0 All All

Application Wire Wire-webapp 2019-09-18 staging0 All All

Application Wire Wire-webapp 2019-09-23 staging0 All All

Application Wire Wire-webapp 2019-09-24 production0 All All

Application Wire Wire-webapp 2019-10-07 staging0 All All
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Application Wire Wire-webapp 2019-10-07 staging1 All All

Application Wire Wire-webapp 2019-10-08 staging0 All All

Application Wire Wire-webapp 2019-10-10 staging0 All All

Application Wire Wire-webapp 2019-10-10 staging1 All All

Application Wire Wire-webapp 2019-10-14 staging0 All All

Application Wire Wire-webapp 2019-10-16 production0 All All

Application Wire Wire-webapp 2019-10-16 production1 All All

Application Wire Wire-webapp 2019-10-16 staging0 All All

Application Wire Wire-webapp 2019-10-16 staging1 All All

Application Wire Wire-webapp 2019-10-21 staging0 All All

Application Wire Wire-webapp 2019-10-25 staging0 All All

Application Wire Wire-webapp 2019-10-29 staging0 All All

Application Wire Wire-webapp 2019-10-31 staging0 All All

Application Wire Wire-webapp 2019-11-01 production0 All All

Application Wire Wire-webapp 2019-11-08 staging0 All All

Application Wire Wire-webapp 2019-11-12 staging0 All All

Application Wire Wire-webapp 2019-11-19 staging0 All All

Application Wire Wire-webapp 2019-11-21 production0 All All

Application Wire Wire-webapp 2019-11-21 staging0 All All

Application Wire Wire-webapp 2019-11-25 staging0 All All
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Application Wire Wire-webapp 2020-03-12 staging0 All All
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Application Wire Wire-webapp 2020-03-20 staging0 All All

Application Wire Wire-webapp 2020-03-23 production0 All All
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Application Wire Wire-webapp 2020-10-26 staging0 All All

Application Wire Wire-webapp 2020-10-27 staging0 All All

Application Wire Wire-webapp 2020-10-28 production0 All All

Application Wire Wire-webapp 2020-11-09 production0 All All

Application Wire Wire-webapp 2020-11-30 production0 All All

Application Wire Wire-webapp 2020-11-30 staging0 All All

Application Wire Wire-webapp 2020-12-10 staging0 All All

Application Wire Wire-webapp 2020-12-14 production0 All All

Application Wire Wire-webapp 2021-01-18 production0 All All

Application Wire Wire-webapp 2021-01-18 staging1 All All

Application Wire Wire-webapp 2021-01-27 staging0 All All

Application Wire Wire-webapp 2021-02-02 production0 All All

Application Wire Wire-webapp 2021-02-03 staging0 All All

Application Wire Wire-webapp 2021-02-04 staging0 All All

Application Wire Wire-webapp 2021-02-15 staging0 All All

Application Wire Wire-webapp 2021-02-17 production0 All All

Application Wire Wire-webapp 2021-02-18 staging0 All All
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