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Summary

CVE CVE-2022-23609

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-04 23:15:00 UTC

Updated 2022-02-11 03:09:00 UTC

Description iTunesRPC-Remastered is a Discord Rich Presence for iTunes on Windows utility. In affected versions iTunesRPC-Remastered did not properly sanitize user input used to remove files leading to file deletion only limited by the process permissions. Users are advised to upgrade as soon as possible.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Itunesrpc-remastered Project Itunesrpc-remastered All All All All

References

Reference Source

quick security fix · bildsben/iTunesRPC-Remastered@1eb1e54 · GitHub MISC

Uncontrolled Data Used in Path Expression using Path Traversal in server.py · Advisory · bildsben/iTunesRPC-Remastered · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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