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Summary

CVE CVE-2022-23617

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-09 21:15:00 UTC

Updated 2022-02-15 19:56:00 UTC

Description XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. In affected versions any user with edit right can copy the content of a page it does not have access to by using it as template of a new page. This issue has been patched in XWiki 13.2CR1 and 12.10.6. Users are advised to update. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki 13.0 All All All

Application Xwiki Xwiki 13.1 - All All

Application Xwiki Xwiki All All All All

References

Reference

Page content is revealed to users that don't have rights if used as a template for the creation of another page · Advisory · xwiki/xwiki-platform · GitHub

[XWIKI-18430] Page content is revealed to users that don't have rights if used as a template for the creation of another page - XWiki.org JIRA

XWIKI-18430: Wrong handling of template documents · xwiki/xwiki-platform@b35ef0e · GitHub

XWIKI-18430: Page content is revealed to users that don't have rights… · xwiki/xwiki-platform@30c52b0 · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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