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Summary

CVE CVE-2022-23619

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-09 21:15:00 UTC

Updated 2022-02-15 18:40:00 UTC

Description XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. In affected versions it's possible to guess if a user has an account on the wiki by using the "Forgot your password" form, even if the wiki is closed to guest users. This problem has been patched on XWiki 12.10.9, 13.4.1 and 13.6RC1. Users are advised yo update. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-640

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki All All All All

References

Reference Source

XWIKI-18787: Authentication API does not return proper results (#1651) · xwiki/xwiki-platform@d8a3cce · GitHub MISC

[XWIKI-18787] The "Forgot your password?" form offers too much information concerning user accounts - XWiki.org JIRA MISC

The "Forgot your password?" form offers too much information concerning user accounts · Advisory · xwiki/xwiki-platform · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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