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Summary

CVE CVE-2022-23640

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-02 20:15:00 UTC

Updated 2023-07-24 13:47:00 UTC

Description Excel-Streaming-Reader is an easy-to-use implementation of a streaming Excel reader using Apache POI. Prior to xlsx-streamer 2.1.0, the XML parser that was used did apply all the necessary settings to prevent XML Entity Expansion issues. Upgrade to version 2.1.0 to receive a patch. There is no known workaround.

Risk And Classification

Problem Types: CWE-776

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Excel Streaming Reader Project Excel Streaming Reader All All All All

References

Reference

Updating readme for security release · monitorjbl/excel-streaming-reader@0749c7b · GitHub

Improper Restriction of XML External Entity Reference in com.monitorjbl:xlsx-streamer · Advisory · monitorjbl/excel-streaming-reader · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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