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CVE CVE-2022-23648
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2022-03-03 14:15:00 UTC
Updated 2024-01-31 13:15:00 UTC
Description containerd is a container runtime available as a daemon for Linux and Windows. A bug was found in containerd prior to ver:

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Operating System Debian Debian Linux 11.0 All
Operating System Fedoraproject Fedora 34 All
Operating System Fedoraproject Fedora 35 All
Operating System Fedoraproject Fedora 36 All
Application Linuxfoundation Containerd All All

Edition

All

All

All

All

All

Language
All
All
All
All

All

References

Reference

[SECURITY] Fedora 36 Update: containerd-1.6.1-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 34 Update: containerd-1.6.1-1.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: containerd-1.6.1-1.fc35 - package-announce - Fedora Mailing-Lists
containerd CRI plugin: Insecure handling of image volumes - Advisory - containerd/containerd - GitHub
Debian -- Security Information -- DSA-5091-1 containerd

containerd Image Volume Insecure Handling ~ Packet Storm

[SECURITY] Fedora 34 Update: containerd-1.6.1-1.fc34 - package-announce - Fedora Mailing-Lists
Merge pull request #6607 from dmcgowan/prepare-vi.6.1 - containerd/containerd@10f428d - GitHub

Release containerd 1.6.1 - containerd/containerd - GitHub

Source

FEDORA

CONFIRM

DEBIAN

MISC

FEDORA

MISC

MISC

Link
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
github.com
www.debian.org
packetstormsecurity.co
lists.fedoraproject.org
github.com

github.com


https://cve.report/
https://cve.report/CVE-2022-23648/mitre
https://cve.report/CVE-2022-23648/nist
https://cve.report/CVE-2022-23648/cve_org
https://cve.report/CVE-2022-23648.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/containerd
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/HFTS2EF3S7HNYSNZSEJZIJHPRU7OPUV3/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/OCCARJ6FU4MWBTXHZNMS7NELPDBIX2VO/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/AUDQUQBZJGBWJPMRVB6QCCCRF7O3O4PA/
https://github.com/containerd/containerd/security/advisories/GHSA-crp2-qrr5-8pq7
https://www.debian.org/security/2022/dsa-5091
http://packetstormsecurity.com/files/166421/containerd-Image-Volume-Insecure-Handling.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/OCCARJ6FU4MWBTXHZNMS7NELPDBIX2VO/
https://github.com/containerd/containerd/commit/10f428dac7cec44c864e1b830a4623af27a9fc70
https://github.com/containerd/containerd/releases/tag/v1.6.1

CVE Program record

NVD vulnerability detail

4]

Release containerd 1.4.13 - containerd/containerd - GitHub MISC github.com

containerd: Multiple Vulnerabilities (GLSA 202401-31) — Gentoo security security.gentoo.org
[SECURITY] Fedora 35 Update: containerd-1.6.1-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
Release containerd 1.5.10 - containerd/containerd - GitHub MISC github.com
[SECURITY] Fedora 36 Update: containerd-1.6.1-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE.ORG www.cve.org

NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

353177 Amazon Linux Security Advisory for containerd

356884 Amazon Linux Security Advisory for containerd

502048 Alpine Linux Security Update for containerd

502258 Alpine Linux Security Update for containerd

504646 Alpine Linux Security Update for containerd

353178 Amazon Linux Security Advisory for containerd :

353179 Amazon Linux Security Advisory for containerd :

354449 Amazon Linux Security Advisory for containerd :

354710 Amazon Linux Security Advisory for containerd :

355261 Amazon Linux Security Advisory for containerd :

179100 Debian Security Update for containerd (DSA 5091-1)

184412 Debian Security Update for containerd (CVE-2022-23648)

198688 Ubuntu Security Notification for containerd Vulnerability (USN-5311-1)

282510 Fedora Security Update for containerd (FEDORA-2022-230f2b024b)

282511 Fedora Security Update for containerd (FEDORA-2022-dc35dd101f)

: ALAS-2022-1568

ALAS2NITRO-ENCLAVES-2022-015

ALAS2DOCKER-2022-015

ALAS2022-2022-032

ALAS2022-2022-210

ALAS2023-2023-079

355317 Amazon Linux Security Advisory for ecs-init, docker, containerd, runc : ALAS2ECS-2022-001

: ALAS2ECS-2023-024

6140063 AWS Bottlerocket Security Update for containerd (GHSA-hmxg-qpgg-r699)

671762 EulerOS Security Update for docker-engine (EulerOS-SA-2022-1825)

671766 EulerOS Security Update for docker-engine (EulerOS-SA-2022-1820)

671778 EulerOS Securitv Undate for docker-enaine (EulerOS-SA-2022-1836)


https://github.com/containerd/containerd/releases/tag/v1.4.13
https://security.gentoo.org/glsa/202401-31
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/AUDQUQBZJGBWJPMRVB6QCCCRF7O3O4PA/
https://github.com/containerd/containerd/releases/tag/v1.5.10
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/HFTS2EF3S7HNYSNZSEJZIJHPRU7OPUV3/
https://www.cve.org/CVERecord?id=CVE-2022-23648
https://nvd.nist.gov/vuln/detail/CVE-2022-23648
http://cve.report/qid/179100
http://cve.report/qid/184412
http://cve.report/qid/198688
http://cve.report/qid/282510
http://cve.report/qid/282511
http://cve.report/qid/353177
http://cve.report/qid/353178
http://cve.report/qid/353179
http://cve.report/qid/354449
http://cve.report/qid/354710
http://cve.report/qid/355261
http://cve.report/qid/355317
http://cve.report/qid/356884
http://cve.report/qid/502048
http://cve.report/qid/502258
http://cve.report/qid/504646
http://cve.report/qid/6140063
http://cve.report/qid/671762
http://cve.report/qid/671766
http://cve.report/qid/671778

e A b R St

671822 EulerOS Security Update for docker-engine (EulerOS-SA-2022-1860)

673649 EulerOS Security Update for docker-engine (EulerOS-SA-2023-3118)

710846 Gentoo Linux containerd Multiple Vulnerabilities (GLSA 202401-31)

751817 OpenSUSE Security Update for containerd (openSUSE-SU-2022:0720-1)

752133 SUSE Enterprise Linux Security Update for containerd, docker (SUSE-SU-2022:1689-1)
753197 SUSE Enterprise Linux Security Update for containerd (SUSE-SU-2022:0720-1)

900731 Common Base Linux Mariner (CBL-Mariner) Security Update for moby-containerd (8882)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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