
CVE-2022-2367
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-2367

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-08 14:15:00 UTC

Updated 2022-08-11 18:11:00 UTC

Description The WSM Downloader WordPress plugin through 1.4.0 allows only specific popular websites to download images/files from, this can be bypassed due to the lack of good "link" parameter validation

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wsm Downloader Project Wsm Downloader All All All All

References

Reference Source Link Tags

WSM Downloader <= 1.4.0 - Domain Name Restriction Bypass WordPress Security Vulnerability MISC wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Raad Haddad

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

https://cve.report/
https://cve.report/CVE-2022-2367/mitre
https://cve.report/CVE-2022-2367/nist
https://cve.report/CVE-2022-2367/cve_org
https://cve.report/api/cve/CVE-2022-2367.json
https://cve.report/CVE-2022-2367.pdf
http://cve.report/vendor/wsm_downloader_project
http://cve.report/software/wsm_downloader_project/wsm_downloader
https://wpscan.com/vulnerability/46afb0c6-2d0c-4a20-a9de-48f35ca93f0f
https://www.cve.org/CVERecord?id=CVE-2022-2367
https://nvd.nist.gov/vuln/detail/CVE-2022-2367
https://cve.report/
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