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Summary

CVE CVE-2022-23746

State PUBLIC

Assigner cve@checkpoint.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-30 19:15:00 UTC

Updated 2022-12-06 15:49:00 UTC

Description The IPsec VPN blade has a dedicated portal for downloading and connecting through SSL Network Extender (SNX). If the portal is configured for username/password authentication, it is vulnerable to a brute-force attack on usernames and passwords.

Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Ssl Network Extender r80.20 - All All

Application Checkpoint Ssl Network Extender r80.20 take_10 All All

Application Checkpoint Ssl Network Extender r80.20 take_103 All All

Application Checkpoint Ssl Network Extender r80.20 take_117 All All

Application Checkpoint Ssl Network Extender r80.20 take_118 All All

Application Checkpoint Ssl Network Extender r80.20 take_127 All All

Application Checkpoint Ssl Network Extender r80.20 take_134 All All

Application Checkpoint Ssl Network Extender r80.20 take_135 All All

Application Checkpoint Ssl Network Extender r80.20 take_138 All All

Application Checkpoint Ssl Network Extender r80.20 take_141 All All

Application Checkpoint Ssl Network Extender r80.20 take_149 All All

Application Checkpoint Ssl Network Extender r80.20 take_155 All All

Application Checkpoint Ssl Network Extender r80.20 take_156 All All

Application Checkpoint Ssl Network Extender r80.20 take_160 All All

Application Checkpoint Ssl Network Extender r80.20 take_161 All All

Application Checkpoint Ssl Network Extender r80.20 take_17 All All

Application Checkpoint Ssl Network Extender r80.20 take_173 All All
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Application Checkpoint Ssl Network Extender r80.20 take_173 All All

Application Checkpoint Ssl Network Extender r80.20 take_183 All All

Application Checkpoint Ssl Network Extender r80.20 take_187 All All

Application Checkpoint Ssl Network Extender r80.20 take_188 All All

Application Checkpoint Ssl Network Extender r80.20 take_190 All All

Application Checkpoint Ssl Network Extender r80.20 take_202 All All

Application Checkpoint Ssl Network Extender r80.20 take_203 All All

Application Checkpoint Ssl Network Extender r80.20 take_205 All All

Application Checkpoint Ssl Network Extender r80.20 take_208 All All

Application Checkpoint Ssl Network Extender r80.20 take_210 All All

Application Checkpoint Ssl Network Extender r80.20 take_211 All All

Application Checkpoint Ssl Network Extender r80.20 take_220 All All

Application Checkpoint Ssl Network Extender r80.20 take_33 All All

Application Checkpoint Ssl Network Extender r80.20 take_42 All All

Application Checkpoint Ssl Network Extender r80.20 take_47 All All

Application Checkpoint Ssl Network Extender r80.20 take_73 All All

Application Checkpoint Ssl Network Extender r80.20 take_74 All All

Application Checkpoint Ssl Network Extender r80.20 take_80 All All

Application Checkpoint Ssl Network Extender r80.20 take_87 All All

Application Checkpoint Ssl Network Extender r80.20 take_91 All All

Application Checkpoint Ssl Network Extender r80.20sp - All All

Application Checkpoint Ssl Network Extender r80.20sp take_105 All All

Application Checkpoint Ssl Network Extender r80.20sp take_121 All All

Application Checkpoint Ssl Network Extender r80.20sp take_163 All All

Application Checkpoint Ssl Network Extender r80.20sp take_178 All All

Application Checkpoint Ssl Network Extender r80.20sp take_191 All All

Application Checkpoint Ssl Network Extender r80.20sp take_210 All All

Application Checkpoint Ssl Network Extender r80.20sp take_240 All All

Application Checkpoint Ssl Network Extender r80.20sp take_258 All All

Application Checkpoint Ssl Network Extender r80.20sp take_266 All All

Application Checkpoint Ssl Network Extender r80.20sp take_273 All All

Application Checkpoint Ssl Network Extender r80.20sp take_279 All All

Application Checkpoint Ssl Network Extender r80.20sp take_283 All All

Application Checkpoint Ssl Network Extender r80.20sp take_295 All All

Application Checkpoint Ssl Network Extender r80.20sp take_302 All All

Application Checkpoint Ssl Network Extender r80.20sp take_304 All All
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Application Checkpoint Ssl Network Extender r80.20sp take_314 All All

Application Checkpoint Ssl Network Extender r80.20sp take_315 All All

Application Checkpoint Ssl Network Extender r80.20sp take_317 All All

Application Checkpoint Ssl Network Extender r80.20sp take_326 All All

Application Checkpoint Ssl Network Extender r80.20sp take_327 All All

Application Checkpoint Ssl Network Extender r80.20sp take_331 All All

Application Checkpoint Ssl Network Extender r80.20sp take_332 All All

Application Checkpoint Ssl Network Extender r80.20sp take_334 All All

Application Checkpoint Ssl Network Extender r80.20sp take_335 All All

Application Checkpoint Ssl Network Extender r80.30 - All All

Application Checkpoint Ssl Network Extender r80.30 take_107 All All

Application Checkpoint Ssl Network Extender r80.30 take_111 All All

Application Checkpoint Ssl Network Extender r80.30 take_135 All All

Application Checkpoint Ssl Network Extender r80.30 take_136 All All

Application Checkpoint Ssl Network Extender r80.30 take_140 All All

Application Checkpoint Ssl Network Extender r80.30 take_155 All All

Application Checkpoint Ssl Network Extender r80.30 take_163 All All

Application Checkpoint Ssl Network Extender r80.30 take_166 All All

Application Checkpoint Ssl Network Extender r80.30 take_168 All All

Application Checkpoint Ssl Network Extender r80.30 take_180 All All

Application Checkpoint Ssl Network Extender r80.30 take_19 All All

Application Checkpoint Ssl Network Extender r80.30 take_191 All All

Application Checkpoint Ssl Network Extender r80.30 take_195 All All

Application Checkpoint Ssl Network Extender r80.30 take_196 All All

Application Checkpoint Ssl Network Extender r80.30 take_210 All All

Application Checkpoint Ssl Network Extender r80.30 take_213 All All

Application Checkpoint Ssl Network Extender r80.30 take_214 All All
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Application Checkpoint Ssl Network Extender r80.30 take_221 All All
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Application Checkpoint Ssl Network Extender r80.30 take_221 All All

Application Checkpoint Ssl Network Extender r80.30 take_226 All All

Application Checkpoint Ssl Network Extender r80.30 take_227 All All

Application Checkpoint Ssl Network Extender r80.30 take_228 All All

Application Checkpoint Ssl Network Extender r80.30 take_232 All All

Application Checkpoint Ssl Network Extender r80.30 take_235 All All

Application Checkpoint Ssl Network Extender r80.30 take_236 All All

Application Checkpoint Ssl Network Extender r80.30 take_237 All All

Application Checkpoint Ssl Network Extender r80.30 take_241 All All

Application Checkpoint Ssl Network Extender r80.30 take_242 All All
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Application Checkpoint Ssl Network Extender r80.30 take_254 All All

Application Checkpoint Ssl Network Extender r80.30 take_50 All All

Application Checkpoint Ssl Network Extender r80.30 take_76 All All

Application Checkpoint Ssl Network Extender r80.30sp - All All

Application Checkpoint Ssl Network Extender r80.30sp take_101 All All

Application Checkpoint Ssl Network Extender r80.30sp take_31 All All

Application Checkpoint Ssl Network Extender r80.30sp take_32 All All

Application Checkpoint Ssl Network Extender r80.30sp take_45 All All

Application Checkpoint Ssl Network Extender r80.30sp take_49 All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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