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Summary

CVE CVE-2022-23748

State PUBLIC

Assigner cve@checkpoint.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-17 23:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description mDNSResponder.exe is vulnerable to DLL Sideloading attack. Executable improperly specifies how to load the DLL, from which folder and under what conditions. In these scenarios, a malicious attacker could be using the valid and legitimate executable to load malicious files.

Risk And Classification

EPSS: 0.117370000 probability, percentile 0.937510000 (date 2026-05-09)

CISA KEV: Listed on 2025-02-06; due 2025-02-27; ransomware use Unknown

Problem Types: CWE-426

CISA Known Exploited Vulnerability

Vendor Audinate

Product Dante Discovery

Name Dante Discovery Process Control Vulnerability

Required Action Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.

Notes https://www.getdante.com/support/faq/audinate-response-to-dante-discovery-mdnsresponder-exe-
security-issue-cve-2022-23748/ ; https://nvd.nist.gov/vuln/detail/CVE-2022-23748

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Audinate Dante Application Library All All All All

Application Audinate Dante Enabled Zoom Rooms 1.3.0.0 All All All

Operating System Microsoft Windows - All All All

References

Reference Source Link

CPR-Zero MISC cpr-zero.checkpoint.com

Audinate Response to Dante Discovery (mDNSResponder.exe) Security Issue (CVE-2022-23748) | Audinate | FAQs MISC www.audinate.com

https://cve.report/
https://cve.report/CVE-2022-23748/mitre
https://cve.report/CVE-2022-23748/nist
https://cve.report/CVE-2022-23748/cve_org
https://cve.report/api/cve/CVE-2022-23748.json
https://cve.report/CVE-2022-23748.pdf
http://cve.report/vendor/audinate
http://cve.report/software/audinate/dante_application_library
http://cve.report/vendor/audinate
http://cve.report/software/audinate/dante_enabled_zoom_rooms
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
https://cpr-zero.checkpoint.com/vulns/cprid-2193/,


Audinate Response to Dante Discovery (mDNSResponder.exe) Security Issue (CVE-2022-23748) | Audinate | FAQs MISC www.audinate.com

CPR-Zero cpr-zero.checkpoint.com

CPR-Zero: CPRID-2193 MISC cpr-zero.checkpoint.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.
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