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Summary

CVE CVE-2022-23807

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-22 02:15:00 UTC

Updated 2023-11-26 12:15:00 UTC

Description An issue was discovered in phpMyAdmin 4.9 before 4.9.8 and 5.1 before 5.1.2. A valid user who is already authenticated to phpMyAdmin can manipulate their account to bypass two-factor authentication for future login instances.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin All All All All

References

Reference Source Link Tags

phpMyAdmin - Security - PMASA-2022-1 MISC www.phpmyadmin.net

phpMyAdmin: Multiple Vulnerabilities (GLSA 202311-17) — Gentoo security security.gentoo.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150491 phpMyAdmin Authentication bypass Vulnerability (CVE-2022-23807)

182114 Debian Security Update for phpmyadmin (CVE-2022-23807)

282314 Fedora Security Update for phpMyAdmin (FEDORA-2022-914fa8641a)

282315 Fedora Security Update for phpMyAdmin (FEDORA-2022-3544c7d20e)

502154 Alpine Linux Security Update for phpmyadmin

https://cve.report/
https://cve.report/CVE-2022-23807/mitre
https://cve.report/CVE-2022-23807/nist
https://cve.report/CVE-2022-23807/cve_org
https://cve.report/CVE-2022-23807.pdf
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
https://www.phpmyadmin.net/security/PMASA-2022-1/
https://security.gentoo.org/glsa/202311-17
https://www.cve.org/CVERecord?id=CVE-2022-23807
https://nvd.nist.gov/vuln/detail/CVE-2022-23807
http://cve.report/qid/150491
http://cve.report/qid/182114
http://cve.report/qid/282314
http://cve.report/qid/282315
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502154 Alpine Linux Security Update for phpmyadmin

710799 Gentoo Linux phpMyAdmin Multiple Vulnerabilities (GLSA 202311-17)

730339 PhpMyAdmin Authentication Bypass Vulnerability (PMASA-2022-1)

http://cve.report/qid/502154
http://cve.report/qid/710799
http://cve.report/qid/730339
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2022-23807
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


