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CVE CVE-2022-23812
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-16 16:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description This affects the package node-ipc from 10.1.1 and before 10.1.3. This package contains malicious code, that targets users
1 i

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Node-ipc Project Node-ipc All All All All

Application Node-ipic Project Node-ipic All All All All

Reference Source Link

Remove the 'peacenotwar' module - Issue #233 - RIAEvangelist/node-ipc - GitHub CONFIRM github.com
CVE-2022-23812 NPM Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.(

node-ipc/ssl-geospec.js at 847047cf7f81ab08352038b2204f0e7633449580 - RIAEvangelist/node-ipc - GitHub  CONFIRM  github.com

Malicious Package in node-ipc | CVE-2022-23812 | Snyk CONFIRM  snyk.io

A package should never try to do unrelated things. - Issue #236 - RIAEvangelist/node-ipc - GitHub CONFIRM  github.com
added ssl check - RIAEvangelist/node-ipc@847047c¢ - GitHub CONFIRM  github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit

LEGACY: Unknown


https://cve.report/
https://cve.report/CVE-2022-23812/mitre
https://cve.report/CVE-2022-23812/nist
https://cve.report/CVE-2022-23812/cve_org
https://cve.report/api/cve/CVE-2022-23812.json
https://cve.report/CVE-2022-23812.pdf
http://cve.report/vendor/node-ipc_project
http://cve.report/software/node-ipc_project/node-ipc
http://cve.report/vendor/node-ipic_project
http://cve.report/software/node-ipic_project/node-ipic
https://github.com/RIAEvangelist/node-ipc/issues/233
https://security.netapp.com/advisory/ntap-20220407-0005/
https://github.com/RIAEvangelist/node-ipc/blob/847047cf7f81ab08352038b2204f0e7633449580/dao/ssl-geospec.js
https://snyk.io/vuln/SNYK-JS-NODEIPC-2426370
https://github.com/RIAEvangelist/node-ipc/issues/236
https://github.com/RIAEvangelist/node-ipc/commit/847047cf7f81ab08352038b2204f0e7633449580
https://www.cve.org/CVERecord?id=CVE-2022-23812
https://nvd.nist.gov/vuln/detail/CVE-2022-23812

Legacy QID Mappings

376484 Node-IPC NPM Package Arbitrary File Overwrite Vulnerability
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