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oss-security - Xen Security Advisory 422 v2 (CVE-2022-23824) - x86: Multiple speculative security issues
[SECURITY] Fedora 36 Update: xen-4.16.1-6.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: xen-4.15.3-4.fc35 - package-announce - Fedora Mailing-Lists

Xen: Multiple Vulnerabilities (GLSA 202402-07) — Gentoo security

[SECURITY] Fedora 35 Update: xen-4.15.3-4.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: kernel-5.18.11-100.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: kernel-5.18.11-200.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: kernel-5.18.11-200.fc36 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-5184-1 xen

AMD CPU Branch Type Confusion | AMD

[SECURITY] Fedora 35 Update: kernel-5.18.11-100.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: xen-4.16.1-6.fc36 - package-announce - Fedora Mailing-Lists
oss-security - Xen Security Advisory 422 v1 (CVE-2022-23824) - x86: Multiple speculative security issues
CVE Program record

NVD vulnerability detail

/

Source

MLIST

FEDORA

FEDORA

FEDORA

DEBIAN

MISC

FEDORA

MLIST

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

Link
www.openwall.com
lists.fedoraproject.or
lists.fedoraproject.or
security.gentoo.org
lists.fedoraproject.or
lists.fedoraproject.or
lists.fedoraproject.or
lists.fedoraproject.or
www.debian.org
www.amd.com
lists.fedoraproject.or
lists.fedoraproject.or
www.openwall.com

www.cve.org

nvd.nist.gov

| Legacy QID Mappings

160171 Oracle Enterprise Linux Security Update for kernel (ELSA-2022-7110)

160199 Oracle Enterprise Linux Security Update for kernel (ELSA-2022-7337)

160270 Oracle Enterprise Linux Security Update for kernel (ELSA-2022-8267)

180893 Debian Security Update for xen (DSA 5184-1)

216294 VMware ESXi 6.5 Patch Release ESXi650-202207401-SG Missing (VMSA-2022-0020)

216295 VMware ESXi 6.7 Patch Release ESXi670-202207401-SG Missing (VMSA-2022-0020)

216296 VMware ESXi 7.0 Patch Release ESXi70U3sf-20036586 Missing (VMSA-2022-0020)

240776 Red Hat Update for kernel-rt (RHSA-2022:7134)

240782 Red Hat Update for kernel security (RHSA-2022:7110)

240807 Red Hat Update for kernel (RHSA-2022:7337)

240811 Red Hat Update for kernel-rt (RHSA-2022:7338)



http://www.openwall.com/lists/oss-security/2022/11/10/2
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/KLSRW4LLTAT3CZMOYVNTC7YIYGX3KLED/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MYI3OMJ7RIZNL3C6GUWNANNPEUUID6FM/
https://security.gentoo.org/glsa/202402-07
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/MYI3OMJ7RIZNL3C6GUWNANNPEUUID6FM/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/D4RW5FCIYFNCQOEFJEUIRW3DGYW7CWBG/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/M27MB3QFNIJV4EQQSXWARHP3OGX6CR6K/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/M27MB3QFNIJV4EQQSXWARHP3OGX6CR6K/
https://www.debian.org/security/2022/dsa-5184
https://www.amd.com/en/corporate/product-security/bulletin/amd-sb-1037
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/D4RW5FCIYFNCQOEFJEUIRW3DGYW7CWBG/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/KLSRW4LLTAT3CZMOYVNTC7YIYGX3KLED/
http://www.openwall.com/lists/oss-security/2022/11/08/1
https://www.cve.org/CVERecord?id=CVE-2022-23825
https://nvd.nist.gov/vuln/detail/CVE-2022-23825
http://cve.report/qid/160171
http://cve.report/qid/160199
http://cve.report/qid/160270
http://cve.report/qid/180893
http://cve.report/qid/216294
http://cve.report/qid/216295
http://cve.report/qid/216296
http://cve.report/qid/240776
http://cve.report/qid/240782
http://cve.report/qid/240807
http://cve.report/qid/240811

240869 Red Hat Update for kernel-rt (RHSA-2022:7933)

240904 Red Hat Update for kernel security (RHSA-2022:8267)

241008 Red Hat Update for kernel (RHSA-2022:8973)

241009 Red Hat Update for kernel-rt (RHSA-2022:8974)

282932 Fedora Security Update for kernel (FEDORA-2022-c69ef9c1dd)

282938 Fedora Security Update for kernel (FEDORA-2022-8aab5b5cde)

282949 Fedora Security Update for xen (FEDORA-2022-3e6ce58029)

283032 Fedora Security Update for xen (FEDORA-2022-a0d7a5eaf2)

296105 Oracle Solaris 11.4 Support Repository Update (SRU) 63.157.1 Missing (CPUOCT2023)

354050 Amazon Linux Security Advisory for kernel

354051 Amazon Linux Security Advisory for kernel :

354285 Amazon Linux Security Advisory for kernel :

354433 Amazon Linux Security Advisory for kernel :

354468 Amazon Linux Security Advisory for kernel :

354542 Amazon Linux Security Advisory for kernel :

355199 Amazon Linux Security Advisory for kernel :

: ALAS2KERNEL-5.15-2022-006

ALAS2KERNEL-5.10-2022-019

ALAS2022-2022-127

ALAS2022-2022-142

ALAS2022-2022-185

ALAS-2022-185

ALAS2023-2023-070

377771 Citrix XenServer Security Updates (CTX461397)

502426 Alpine Linux Security Update for xen

502427 Alpine Linux Security Update for xen

502429 Alpine Linux Security Update for xen

502815 Alpine Linux Security Update for xen

503071 Alpine Linux Security Update for xen

503074 Alpine Linux Security Update for xen

503078 Alpine Linux Security Update for xen

503083 Alpine Linux Security Update for xen

503339 Alpine Linux Security Update for xen

503342 Alpine Linux Security Update for xen

503346 Alpine Linux Security Update for xen
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http://cve.report/qid/240869
http://cve.report/qid/240904
http://cve.report/qid/241008
http://cve.report/qid/241009
http://cve.report/qid/282932
http://cve.report/qid/282938
http://cve.report/qid/282949
http://cve.report/qid/283032
http://cve.report/qid/296105
http://cve.report/qid/354050
http://cve.report/qid/354051
http://cve.report/qid/354285
http://cve.report/qid/354433
http://cve.report/qid/354468
http://cve.report/qid/354542
http://cve.report/qid/355199
http://cve.report/qid/377771
http://cve.report/qid/502426
http://cve.report/qid/502427
http://cve.report/qid/502429
http://cve.report/qid/502815
http://cve.report/qid/503071
http://cve.report/qid/503074
http://cve.report/qid/503078
http://cve.report/qid/503083
http://cve.report/qid/503339
http://cve.report/qid/503342
http://cve.report/qid/503346
http://cve.report/qid/503351
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5034183 Alpine Linux Security Update for xen

503416 Alpine Linux Security Update for xen

503422 Alpine Linux Security Update for xen

503431 Alpine Linux Security Update for xen

503473 Alpine Linux Security Update for xen

503474 Alpine Linux Security Update for xen

503475 Alpine Linux Security Update for xen

503477 Alpine Linux Security Update for xen

503502 Alpine Linux Security Update for xen

503505 Alpine Linux Security Update for xen

503509 Alpine Linux Security Update for xen

503514 Alpine Linux Security Update for xen

503529 Alpine Linux Security Update for xen

503532 Alpine Linux Security Update for xen

503536 Alpine Linux Security Update for xen

503541 Alpine Linux Security Update for xen

503577 Alpine Linux Security Update for xen

503580 Alpine Linux Security Update for xen

503584 Alpine Linux Security Update for xen

503589 Alpine Linux Security Update for xen

503614 Alpine Linux Security Update for xen

503617 Alpine Linux Security Update for xen

503622 Alpine Linux Security Update for xen

503627 Alpine Linux Security Update for xen

503643 Alpine Linux Security Update for xen

503644 Alpine Linux Security Update for xen

503647 Alpine Linux Security Update for xen

503652 Alpine Linux Security Update for xen


http://cve.report/qid/503413
http://cve.report/qid/503416
http://cve.report/qid/503422
http://cve.report/qid/503431
http://cve.report/qid/503473
http://cve.report/qid/503474
http://cve.report/qid/503475
http://cve.report/qid/503477
http://cve.report/qid/503502
http://cve.report/qid/503505
http://cve.report/qid/503509
http://cve.report/qid/503514
http://cve.report/qid/503529
http://cve.report/qid/503532
http://cve.report/qid/503536
http://cve.report/qid/503541
http://cve.report/qid/503577
http://cve.report/qid/503580
http://cve.report/qid/503584
http://cve.report/qid/503589
http://cve.report/qid/503614
http://cve.report/qid/503617
http://cve.report/qid/503622
http://cve.report/qid/503627
http://cve.report/qid/503643
http://cve.report/qid/503644
http://cve.report/qid/503647
http://cve.report/qid/503652

503662 Alpine Linux Security Update for xen

503663 Alpine Linux Security Update for xen

503666 Alpine Linux Security Update for xen

503671 Alpine Linux Security Update for xen

505963 Alpine Linux Security Update for xen

6140311 AWS Bottlerocket Security Update for kernel (GHSA-c7pg-8rqr-3322)

710858 Gentoo Linux Xen Multiple Vulnerabilities (GLSA 202402-07)

752393 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2022:2557-1)

752395 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2022:2560-1)

752399 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2022:2601-1)

752400 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2022:2600-1)

752405 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2022:2599-1)

752410 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2022:2597-1)

752411 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2022:2591-1)

91922 Microsoft Windows Security Update for July 2022

91927 Microsoft Azure Stack Hub Security Updates for July 2022

940709 AlmaLinux Security Update for kernel-rt (ALSA-2022:7134)

940719 AlmalLinux Security Update for kernel (ALSA-2022:7110)

940798 AlmalLinux Security Update for kernel (ALSA-2022:8267)

940843 AlmaLinux Security Update for kernel-rt (ALSA-2022:7933)

960271 Rocky Linux Security Update for kernel-rt (RLSA-2022:7134)

960397 Rocky Linux Security Update for kernel (RLSA-2022:7110)
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