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Summary

CVE CVE-2022-2387

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-07 10:15:00 UTC

Updated 2022-11-09 20:00:00 UTC

Description The Easy Digital Downloads WordPress plugin before 3.0 does not have CSRF check in place when deleting payment history, and does not ensure that the post to be deleted is actually a payment history. As a result, attackers could make a logged in admin delete arbitrary post via a CSRF attack

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sandhillsdev Easy Digital Downloads All All All All

References

Reference Source Link Tags

Easy Digital Downloads < 3.0 - Arbitrary Post Deletion via CSRF WordPress Security Vulnerability CONFIRM wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Krzysztof Zając

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

https://cve.report/
https://cve.report/CVE-2022-2387/mitre
https://cve.report/CVE-2022-2387/nist
https://cve.report/CVE-2022-2387/cve_org
https://cve.report/api/cve/CVE-2022-2387.json
https://cve.report/CVE-2022-2387.pdf
http://cve.report/vendor/sandhillsdev
http://cve.report/software/sandhillsdev/easy_digital_downloads
https://wpscan.com/vulnerability/db3c3c78-1724-4791-9ab6-ebb2e8a4c8b8
https://www.cve.org/CVERecord?id=CVE-2022-2387
https://nvd.nist.gov/vuln/detail/CVE-2022-2387
https://cve.report/
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