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Summary

CVE CVE-2022-23913

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-04 23:15:00 UTC

Updated 2023-07-07 16:15:00 UTC

Description In Apache ActiveMQ Artemis prior to 2.20.0 or 2.19.1, an attacker could partially disrupt availability (DoS) through uncontrolled resource consumption of memory.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq Artemis All All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Oncommand Workflow Automation - All All All

References

Reference Source Link

CVE-2022-23913 Apache ActiveMQ Artemis Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

lists.apache.org/thread/fjynj57rd99s814rdn5hzvmx8lz403q2 MISC lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

240458 Red Hat Update for JBoss Enterprise Application Platform 7.4.5 on RHEL 7 (RHSA-2022:4918)

240459 Red Hat Update for JBoss Enterprise Application Platform 7.4.5 on RHEL 8 (RHSA-2022:4919)
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