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Summary

CVE CVE-2022-23935

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-25 06:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description lib/Image/ExifTool.pm in ExifTool before 12.38 mishandles a $file =~ /\|$/ check, leading to command injection.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Exiftool Project Exiftool All All All All

References

Reference Source Link Tags

Update to 12.38 · exiftool/exiftool@74dbab1 · GitHub MISC github.com

Command Injection in Exiftool before 12.38 · GitHub MISC gist.github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184667 Debian Security Update for libimage-exiftool-perl (CVE-2022-23935)

282330 Fedora Security Update for perl (FEDORA-2022-f3ab9c77bc)

282331 Fedora Security Update for perl (FEDORA-2022-c0c11c4776)

353168 Amazon Linux Security Advisory for perl-Image-ExifTool : ALAS-2022-1566

502329 Alpine Linux Security Update for perl-image-exiftool

https://cve.report/
https://cve.report/CVE-2022-23935/mitre
https://cve.report/CVE-2022-23935/nist
https://cve.report/CVE-2022-23935/cve_org
https://cve.report/CVE-2022-23935.pdf
http://cve.report/vendor/exiftool_project
http://cve.report/software/exiftool_project/exiftool
https://github.com/exiftool/exiftool/commit/74dbab1d2766d6422bb05b033ac6634bf8d1f582
https://gist.github.com/ert-plus/1414276e4cb5d56dd431c2f0429e4429
https://www.cve.org/CVERecord?id=CVE-2022-23935
https://nvd.nist.gov/vuln/detail/CVE-2022-23935
http://cve.report/qid/184667
http://cve.report/qid/282330
http://cve.report/qid/282331
http://cve.report/qid/353168
http://cve.report/qid/502329
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690883 Free Berkeley Software Distribution (FreeBSD) Security Update for security vulnerability found in exiftool leading to rce
(482456fb-e9af-11ec-93b6-318d1419ea39)

http://cve.report/qid/690883
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