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CVE CVE-2022-23971
State PUBLIC
Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-07 19:15:00 UTC
Updated 2022-04-14 20:48:00 UTC
Description ASUS RT-AX56U’s update_PLC/PORT file has a path traversal vulnerability due to insufficient filtering for special charactet
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Asus Rt-ax56u - All All All
Operating System Asus Rt-ax56u Firmware 3.0.0.4.386.45898 All All All
Reference

TWCERT/CCAR BB AR BHEEERAT O ECXERBRFE ERFEN ZIREERELH B ELEFIR-ASUS RT-AX56U - Path Trav
CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Discovery Credit
LEGACY: hanpeng (Cyber Kunlun Lab)

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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