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Summary

CVE CVE-2022-2400

State PUBLIC

Assigner security@huntr.dev

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-18 15:15:00 UTC

Updated 2023-07-13 23:15:00 UTC

Description External Control of File Name or Path in GitHub repository dompdf/dompdf prior to 2.0.0.

Risk And Classification

Problem Types: CWE-73

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dompdf Project Dompdf All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 3495-1] php-dompdf security update MLIST lists.debian.org

Update resource URI validation and handling · dompdf/dompdf@99aeec1 · GitHub MISC github.com

External Control of File Name or Path vulnerability found in dompdf CONFIRM huntr.dev

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183974 Debian Security Update for php-dompdf (CVE-2022-2400)

199642 Ubuntu Security Notification for Dompdf Vulnerabilities (USN-6277-1)

199649 Ubuntu Security Notification for Dompdf Vulnerabilities (USN-6277-2)

6000084 Debian Security Update for php-dompdf (DLA 3495-1)

https://cve.report/
https://cve.report/CVE-2022-2400/mitre
https://cve.report/CVE-2022-2400/nist
https://cve.report/CVE-2022-2400/cve_org
https://cve.report/api/cve/CVE-2022-2400.json
https://cve.report/CVE-2022-2400.pdf
http://cve.report/vendor/dompdf_project
http://cve.report/software/dompdf_project/dompdf
https://lists.debian.org/debian-lts-announce/2023/07/msg00017.html
https://github.com/dompdf/dompdf/commit/99aeec1efec9213e87098d42eb09439e7ee0bb6a
https://huntr.dev/bounties/a6da5e5e-86be-499a-a3c3-2950f749202a
https://www.cve.org/CVERecord?id=CVE-2022-2400
https://nvd.nist.gov/vuln/detail/CVE-2022-2400
http://cve.report/qid/183974
http://cve.report/qid/199642
http://cve.report/qid/199649
http://cve.report/qid/6000084
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6000167 Debian Security Update for php-dompdf (DLA 3495-2)

http://cve.report/qid/6000167
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