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Summary

CVE CVE-2022-24118

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-26 05:15:00 UTC

Updated 2023-01-05 16:16:00 UTC

Description Certain General Electric Renewable Energy products allow attackers to use a code to trigger a reboot into the factory default configuration. This affects iNET and iNET II before 8.3.0, SD before 6.4.7, TD220X before 2.0.16, and TD220MAX before 1.2.6.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ge Inet 900 - All All All

Operating System Ge Inet 900 Firmware All All All All

Hardware Ge Inet Ii 900 - All All All

Operating System Ge Inet Ii 900 Firmware All All All All

Hardware Ge Sd1 - All All All

Operating System Ge Sd1 Firmware All All All All

Hardware Ge Sd2 - All All All

Operating System Ge Sd2 Firmware All All All All

Hardware Ge Sd4 - All All All

Operating System Ge Sd4 Firmware All All All All

Hardware Ge Sd9 - All All All

Operating System Ge Sd9 Firmware All All All All

Hardware Ge Td220max - All All All

Operating System Ge Td220max Firmware All All All All

Hardware Ge Td220x - All All All

Operating System Ge Td220x Firmware All All All All
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References

Reference Source Link Tags

General Electric Renewable Energy MDS Radios | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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