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Summary

CVE CVE-2022-24140

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-07-06 13:15:00 UTC

Updated 2022-07-14 17:12:00 UTC

Description IOBit Advanced System Care 15, iTop Screen Recorder 2.1, iTop VPN 3.2, Driver Booster 9, and iTop Screenshot sends HTTP requests in their update procedure in order to download a config file. After downloading the config file, the products will parse the HTTP location of the update from the file and will try to install the update automatically with ADMIN privileges. An attacker Intercepting this communication can supply the product a fake config file with malicious locations for the updates thus gaining a remote code execution on an endpoint.

Risk And Classification

Problem Types: CWE-494

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Iobit Advanced System Care 15 All All All

Application Iobit Advanced System Care 15 All All All

Application Iobit Driver Booster 9 All All All

Application Iobit Itop Screenshot - All All All

Application Iobit Itop Screen Recorder 2.1 All All All

Application Iobit Itop Vpn 3.2 All All All

References

Reference Source Link Tags

GitHub - tomerpeled92/CVE MISC github.com

Advanced Interconnections | Interconnect Solutions MISC advanced.com

Clean, Optimize, Speed Up and Secure PC - Freeware Download - IObit MISC iobit.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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