CVE-2022-24278

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2022-24278
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-10 20:15:00 UTC
Updated 2022-06-17 17:59:00 UTC
Description The package convert-svg-core before 0.6.4 are vulnerable to Directory Traversal due to improper sanitization of SVG tags.
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Convert-svg Project Convert-svg All All All All
Reference Source Link Tags

Convert only first SVG element from input by neocotic - Pull Request #87 - neocotic/convert-svg - GitHub ~ CONFIRM  github.com

Convert only first SVG element from input - neocotic/convert-svg@2bbc498 - GitHub CONFIRM  github.com

Directory Traversal in convert-svg-core | CVE-2022-24278 | Snyk CONFIRM  snyk.io

Remote Code Injection vulnerable - Issue #86 - neocotic/convert-svg - GitHub CONFIRM  github.com

CVE Program record CVE.ORG www.cve.org canor
NVD vulnerability detail NVD nvd.nist.gov  canor
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Vendor Comments And Credit

Discovery Credit
LEGACY: Donggyu Kim

There are currently no legacy QID mappings associated with this CVE.
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