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Summary

CVE CVE-2022-24293

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-23 20:15:00 UTC

Updated 2022-03-29 18:50:00 UTC

Description Certain HP Print devices may be vulnerable to potential information disclosure, denial of service, or remote code execution.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Laserjet Pro M304-m305 W1a46a - All All All

Operating System Hp Laserjet Pro M304-m305 W1a46a Firmware All All All All

Hardware Hp Laserjet Pro M304-m305 W1a47a - All All All

Operating System Hp Laserjet Pro M304-m305 W1a47a Firmware All All All All

Hardware Hp Laserjet Pro M304-m305 W1a48a - All All All

Operating System Hp Laserjet Pro M304-m305 W1a48a Firmware All All All All

Operating System Hp Laserjet Pro M304-m305 W1a51a Firmware All All All All

Operating System Hp Laserjet Pro M304-m305 W1a52a Firmware All All All All

Operating System Hp Laserjet Pro M304-m305 W1a53a Firmware All All All All

Operating System Hp Laserjet Pro M304-m305 W1a56a Firmware All All All All

Operating System Hp Laserjet Pro M304-m305 W1a57a Firmware All All All All

Operating System Hp Laserjet Pro M304-m305 W1a58a Firmware All All All All

Operating System Hp Laserjet Pro M304-m305 W1a59a Firmware All All All All

Operating System Hp Laserjet Pro M304-m305 W1a60a Firmware All All All All

Operating System Hp Laserjet Pro M304-m305 W1a63a Firmware All All All All

Hardware Hp Laserjet Pro M304-m305 W1a66a - All All All

Operating System Hp Laserjet Pro M304-m305 W1a66a Firmware All All All All
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Operating System Hp Laserjet Pro M304-m305 W1a66a Firmware All All All All

Hardware Hp Laserjet Pro M404-m405 93m22a - All All All

Operating System Hp Laserjet Pro M404-m405 93m22a Firmware All All All All

Hardware Hp Laserjet Pro M404-m405 W1a51a - All All All

Hardware Hp Laserjet Pro M404-m405 W1a52a - All All All

Hardware Hp Laserjet Pro M404-m405 W1a53a - All All All

Hardware Hp Laserjet Pro M404-m405 W1a56a - All All All

Hardware Hp Laserjet Pro M404-m405 W1a57a - All All All

Hardware Hp Laserjet Pro M404-m405 W1a58a - All All All

Hardware Hp Laserjet Pro M404-m405 W1a59a - All All All

Hardware Hp Laserjet Pro M404-m405 W1a60a - All All All

Hardware Hp Laserjet Pro M404-m405 W1a63a - All All All

Hardware Hp Laserjet Pro M453-m454 W1y40a - All All All

Operating System Hp Laserjet Pro M453-m454 W1y40a Firmware All All All All

Hardware Hp Laserjet Pro M453-m454 W1y41a - All All All

Operating System Hp Laserjet Pro M453-m454 W1y41a Firmware All All All All

Hardware Hp Laserjet Pro M453-m454 W1y43a - All All All

Operating System Hp Laserjet Pro M453-m454 W1y43a Firmware All All All All

Hardware Hp Laserjet Pro M453-m454 W1y44a - All All All

Operating System Hp Laserjet Pro M453-m454 W1y44a Firmware All All All All

Hardware Hp Laserjet Pro M453-m454 W1y45a - All All All

Operating System Hp Laserjet Pro M453-m454 W1y45a Firmware All All All All

Hardware Hp Laserjet Pro M453-m454 W1y46a - All All All

Operating System Hp Laserjet Pro M453-m454 W1y46a Firmware All All All All

Hardware Hp Laserjet Pro M453-m454 W1y47a - All All All

Operating System Hp Laserjet Pro M453-m454 W1y47a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M428-m429 F W1a29a - All All All

Operating System Hp Laserjet Pro Mfp M428-m429 F W1a29a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M428-m429 F W1a30a - All All All

Operating System Hp Laserjet Pro Mfp M428-m429 F W1a30a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M428-m429 F W1a32a - All All All

Operating System Hp Laserjet Pro Mfp M428-m429 F W1a32a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M428-m429 F W1a34a - All All All

Operating System Hp Laserjet Pro Mfp M428-m429 F W1a34a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M428-m429 F W1a35a - All All All

Operating System Hp Laserjet Pro Mfp M428-m429 F W1a35a Firmware All All All All
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Hardware Hp Laserjet Pro Mfp M428-m429 F W1a38a - All All All

Operating System Hp Laserjet Pro Mfp M428-m429 F W1a38a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M428-m429 W1a28a - All All All

Operating System Hp Laserjet Pro Mfp M428-m429 W1a28a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M428-m429 W1a31a - All All All

Operating System Hp Laserjet Pro Mfp M428-m429 W1a31a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M428-m429 W1a33a - All All All

Operating System Hp Laserjet Pro Mfp M428-m429 W1a33a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M478-m479 W1a75a - All All All

Operating System Hp Laserjet Pro Mfp M478-m479 W1a75a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M478-m479 W1a76a - All All All

Operating System Hp Laserjet Pro Mfp M478-m479 W1a76a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M478-m479 W1a77a - All All All

Operating System Hp Laserjet Pro Mfp M478-m479 W1a77a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M478-m479 W1a78a - All All All

Operating System Hp Laserjet Pro Mfp M478-m479 W1a78a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M478-m479 W1a79a - All All All

Operating System Hp Laserjet Pro Mfp M478-m479 W1a79a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M478-m479 W1a80a - All All All

Operating System Hp Laserjet Pro Mfp M478-m479 W1a80a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M478-m479 W1a81a - All All All

Operating System Hp Laserjet Pro Mfp M478-m479 W1a81a Firmware All All All All

Hardware Hp Laserjet Pro Mfp M478-m479 W1a82a - All All All

Operating System Hp Laserjet Pro Mfp M478-m479 W1a82a Firmware All All All All

Hardware Hp Officejet Pro 8210 D9l63a - All All All

Operating System Hp Officejet Pro 8210 D9l63a Firmware All All All All

Hardware Hp Officejet Pro 8210 D9l64a - All All All

Operating System Hp Officejet Pro 8210 D9l64a Firmware All All All All

Hardware Hp Officejet Pro 8210 J3p65a - All All All

Operating System Hp Officejet Pro 8210 J3p65a Firmware All All All All

Hardware Hp Officejet Pro 8210 J3p66a - All All All

Operating System Hp Officejet Pro 8210 J3p66a Firmware All All All All

Hardware Hp Officejet Pro 8210 J3p67a - All All All

Operating System Hp Officejet Pro 8210 J3p67a Firmware All All All All

Hardware Hp Officejet Pro 8210 J3p68a - All All All

Operating System Hp Officejet Pro 8210 J3p68a Firmware All All All All

http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m428-m429_f_w1a38a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m428-m429_f_w1a38a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m428-m429_w1a28a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m428-m429_w1a28a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m428-m429_w1a31a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m428-m429_w1a31a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m428-m429_w1a33a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m428-m429_w1a33a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a75a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a75a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a76a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a76a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a77a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a77a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a78a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a78a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a79a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a79a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a80a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a80a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a81a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a81a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a82a
http://cve.report/vendor/hp
http://cve.report/software/hp/laserjet_pro_mfp_m478-m479_w1a82a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_d9l63a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_d9l63a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_d9l64a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_d9l64a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_j3p65a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_j3p65a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_j3p66a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_j3p66a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_j3p67a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_j3p67a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_pro_8210_j3p68a


Operating System Hp Officejet Pro 8210 J3p68a Firmware All All All All

Hardware Hp Officejet Pro 8216 T0g70a - All All All

Operating System Hp Officejet Pro 8216 T0g70a Firmware All All All All

Hardware Hp Officejet Pro 8730 D9l20a - All All All

Operating System Hp Officejet Pro 8730 D9l20a Firmware All All All All

Hardware Hp Officejet Pro 8730 K7s32a - All All All

Operating System Hp Officejet Pro 8730 K7s32a Firmware All All All All

Hardware Hp Officejet Pro 8740 D9l21a - All All All

Operating System Hp Officejet Pro 8740 D9l21a Firmware All All All All

Hardware Hp Officejet Pro 8740 J6x83a - All All All

Operating System Hp Officejet Pro 8740 J6x83a Firmware All All All All

Hardware Hp Officejet Pro 8740 K7s39a - All All All

Operating System Hp Officejet Pro 8740 K7s39a Firmware All All All All

Hardware Hp Officejet Pro 8740 K7s40a - All All All

Operating System Hp Officejet Pro 8740 K7s40a Firmware All All All All

Hardware Hp Officejet Pro 8740 K7s41a - All All All

Operating System Hp Officejet Pro 8740 K7s41a Firmware All All All All

Hardware Hp Officejet Pro 8740 K7s42a - All All All

Operating System Hp Officejet Pro 8740 K7s42a Firmware All All All All

Hardware Hp Officejet Pro 8740 K7s43a - All All All

Operating System Hp Officejet Pro 8740 K7s43a Firmware All All All All

Hardware Hp Officejet Pro 8740 T0g65a - All All All

Operating System Hp Officejet Pro 8740 T0g65a Firmware All All All All

Hardware Hp Pagewide 352dw J6u57a - All All All

Operating System Hp Pagewide 352dw J6u57a Firmware All All All All

Hardware Hp Pagewide 377dw J9v80a - All All All

Operating System Hp Pagewide 377dw J9v80a Firmware All All All All

Hardware Hp Pagewide Managed P55250dw J6u51b - All All All

Operating System Hp Pagewide Managed P55250dw J6u51b Firmware All All All All

Hardware Hp Pagewide Managed P55250dw J6u55a - All All All

Operating System Hp Pagewide Managed P55250dw J6u55a Firmware All All All All

Hardware Hp Pagewide Managed P55250dw J6u55b - All All All

Operating System Hp Pagewide Managed P55250dw J6u55b Firmware All All All All

Hardware Hp Pagewide Managed P57750dw J9v82a - All All All

Operating System Hp Pagewide Managed P57750dw J9v82a Firmware All All All All

Hardware Hp Pagewide Pro 452dn D3q15a - All All All
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