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CVE CVE-2022-24300
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-02 06:15:00 UTC
Updated 2023-08-08 14:22:00 UTC
Description Minetest before 5.4.0 allows attackers to add or modify arbitrary meta fields of the same item stack as saved user input, ak:
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Application Minetest Minetest All All All All

Reference Source Link ‘
Sanitize ltemStack meta text - minetest/minetest@b5956bd - GitHub MISC github.com
#1004223 - minetest-server: ltemStack meta injection vulnerability in Minetest 5.3 - Debian Bug report logs  MISC bugs.debian.org
Debian -- Security Information -- DSA-5075-1 minetest DEBIAN www.debian.org
ltemStack meta injection - Advisory - minetest/minetest - GitHub MISC github.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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179070 Debian Security Update for minetest (DSA 5075-1)
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182865 Debian Security Update for minetest (CVE-2022-24300)
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