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Summary

CVE CVE-2022-2431

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-06 18:15:00 UTC

Updated 2022-09-09 03:12:00 UTC

Description The Download Manager plugin for WordPress is vulnerable to arbitrary file deletion in versions up to, and including 3.2.50. This is due to insufficient file type and path validation on the deleteFiles() function found in the ~/Admin/Menu/Packages.php file that triggers upon download post deletion. This makes it possible for contributor level users and above to supply an arbitrary file path via the 'file[files]' parameter when creating a download post and once the user deletes the post the supplied arbitrary file will be deleted. This can be used by attackers to delete the /wp-config.php file which will reset the installation and make it possible for an attacker to achieve remote code execution on the server.

Risk And Classification

Problem Types: CWE-610

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wpdownloadmanager Wordpress Download Manager All All All All

References

Reference Source Link Tags

WordPress Download Manager 3.2.50 Arbitrary File Deletion ≈ Packet Storm MISC packetstormsecurity.com

403 Forbidden MISC plugins.trac.wordpress.org

High Severity Vulnerability Patched in Download Manager Plugin MISC www.wordfence.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Chloe Chamberland, Wordfence

There are currently no legacy QID mappings associated with this CVE.
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