CVE-2022-24375

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2022-24375
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-24 05:15:00 UTC
Updated 2022-08-26 12:52:00 UTC
Description The package node-opcua before 2.74.0 are vulnerable to Denial of Service (DoS) when bypassing the limitations for exces:

/ |
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Node-opcua Project Mode-opcua All All All All
Application Node-opcua Project Node-opcua All All All All
Reference Source Link Tags
server: fix Subscription.modify assert - node-opcua/node-opcua@3fd46ec - GitHub CONFIRM github.com

server: use ServiceFault on request error - node-opcua/node-opcua@7b5044b - GitHub ~ CONFIRM  github.com
Denial of Service (DoS) in node-opcua | CVE-2022-24375 | Snyk CONFIRM  security.snyk.io

Use service fault by erossignon - Pull Request #1182 - node-opcua/node-opcua - GitHub  CONFIRM  github.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
« Jie]

Vendor Comments And Credit

Discovery Credit
LEGACY: Vera Mens

LEGACY: Uri Katz
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https://cve.report/
https://cve.report/CVE-2022-24375/mitre
https://cve.report/CVE-2022-24375/nist
https://cve.report/CVE-2022-24375/cve_org
https://cve.report/api/cve/CVE-2022-24375.json
https://cve.report/CVE-2022-24375.pdf
http://cve.report/vendor/node-opcua_project
http://cve.report/software/node-opcua_project/mode-opcua
http://cve.report/vendor/node-opcua_project
http://cve.report/software/node-opcua_project/node-opcua
https://github.com/node-opcua/node-opcua/commit/3fd46ec156e7718a506be41f3916310b6bdd0407
https://github.com/node-opcua/node-opcua/commit/7b5044b3f5866fbedc3efabd05e407352c07bd2f
https://security.snyk.io/vuln/SNYK-JS-NODEOPCUA-2988725
https://github.com/node-opcua/node-opcua/pull/1182
https://www.cve.org/CVERecord?id=CVE-2022-24375
https://nvd.nist.gov/vuln/detail/CVE-2022-24375
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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