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Summary

CVE CVE-2022-24399

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-10 17:46:00 UTC

Updated 2022-12-22 20:35:00 UTC

Description The SAP Focused Run (Real User Monitoring) - versions 200, 300, REST service does not sufficiently sanitize the input name of the file using multipart/form-data, resulting in Cross-Site Scripting (XSS) vulnerability.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Focused Run 200 All All All

Application Sap Focused Run 300 All All All

References

Reference Source

SAP FRUN 2.00 / 3.00 Cross Site Scripting ≈ Packet Storm MISC

Digital Library MISC

launchpad.support.sap.com MISC

Full Disclosure: Onapsis Security Advisory 2022-0003: Cross-Site Scripting (XSS) vulnerability in SAP Focused Run (Real User Monitoring) FULLDISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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