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Summary

CVE CVE-2022-24401

State PUBLIC

Assigner cert@ncsc.nl

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-19 10:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description Adversary-induced keystream re-use on TETRA air-interface encrypted traffic using any TEA keystream generator. IV generation is based upon several TDMA frame counters, which are frequently broadcast by the infrastructure in an unauthenticated manner. An active adversary can manipulate the view of these counters in a mobile station, provoking keystream re-use. By sending crafted messages to the MS and analyzing MS responses, keystream for arbitrary frames can be recovered.

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Midnightblue Tetra burst - All All

References

Reference Source Link Tags

tetraburst.com MISC tetraburst.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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