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CVE CVE-2022-2442
State PUBLIC
Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-06 18:15:00 UTC
Updated 2024-01-11 09:15:00 UTC
Description The Migration, Backup, Staging — WPVvivid plugin for WordPress is vulnerable to deserialization of untrusted input via the 'p:
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Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wopvivid Migration Backup Staging All All All All

Reference Source Link 1
Vulnerability Advisories - Wordfence MISC www.wordfence.com
Migration, Backup, Staging — WPvivid <= 0.9.74 - Authenticated (Admin+) PHAR Deserialization www.wordfence.com

403 Forbidden MISC plugins.trac.wordpress.org
403 Forbidden MISC plugins.trac.wordpress.org
403 Forbidden MISC plugins.trac.wordpress.org
CVE Program record CVE.ORG www.cve.org ¢
NVD vulnerability detail NVD nvd.nist.gov C
4 |

Vendor Comments And Credit

Discovery Credit
LEGACY: Rasoul Jahanshahi

There are currentlv no leaacv QID mappinas associated with this CVE.
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