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Certain versions of Dicer from Dicer Project contain the following
vulnerability:

This affects all versions of package dicer. A malicious attacker can
send a modified form to server, and crash the nodejs service. An
attacker could sent the payload again and again so that the service
continuously crashes.

CVSS3 Score: 7.5 - HIGH
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CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Denial of Service (DoS) in dicer |
CVE-2022-24434 | Snyk

snyk.io

text/html

 MISC snyk.io/vuln/SNYK-JS-DICER-2311764

Removed a bug which could
cause a crash in HeaderParser,

github.com

text/html

 MISC
github.com/mscdex/dicer/pull/22/commits/b7fca2e93e8e9d4439d8acc5c02f5e54a0112dac

CVE-2022-24434 has been assigned by  report@snyk.io to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2022-24434/mitre
https://cve.report/CVE-2022-24434/nist
https://cve.report/CVE-2022-24434/cve_org
https://cve.report/CVE-2022-24434.pdf
http://cve.report/software/dicer_project/dicer
http://cve.report/vendor/dicer_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://snyk.io/vuln/SNYK-JS-DICER-2311764
https://github.com/mscdex/dicer/pull/22/commits/b7fca2e93e8e9d4439d8acc5c02f5e54a0112dac


← Previous ID Next ID→

and as consequence could
potentially crash a web server
based on it by RolandHeinze ·
Pull Request #22 · mscdex/dicer
· GitHub

Denial of Service (DoS) in
org.webjars.npm:dicer | CVE-
2022-24434 | Snyk

snyk.io

text/html

 MISC snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-2838865

Security alert: Busboy can crash
on manipulated multipart/form-
data header names · Issue #250
· mscdex/busboy · GitHub

github.com

text/html

 MISC github.com/mscdex/busboy/issues/250

Removed a bug which could
cause a crash in HeaderParser,
and as consequence could
potentially crash a web server
based on it by RolandHeinze ·
Pull Request #22 · mscdex/dicer
· GitHub

github.com

text/html

 MISC github.com/mscdex/dicer/pull/22

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Dicer Project Dicer All All All All

Discovery Credit

Aras Abbasi

Social Mentions

Source Title Posted (UTC)

 @CVEreport CVE-2022-24434 : This affects all versions of package dicer. A malicious attacker can send a
modified form to serv… twitter.com/i/web/status/1…

2022-05-20
20:06:47

@Hamed_0X096
CVE-2022-24434 This affects all versions of package dicer. A malicious attacker can send a
modified form to server,… twitter.com/i/web/status/1…

2022-05-20
22:37:48

 /r/netcve CVE-2022-24434 2022-05-20
21:38:14

 /r/npm error when install netbeans_cli with npm 2023-06-29
15:37:23
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