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Summary

CVE CVE-2022-24441

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-30 13:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description The package snyk before 1.1064.0 are vulnerable to Code Injection when analyzing a project. An attacker who can convince a user to scan a malicious project can include commands in a build file such as build.gradle or gradle-wrapper.jar, which will be executed with the privileges of the application. This vulnerability may be triggered when running the the CLI tool directly, or when running a scan with one of the IDE plugins that invoke the Snyk CLI. Successful exploitation of this issue would likely require some level of social engineering - to coerce an untrusted project to be downloaded and analyzed via the Snyk CLI or opened in an IDE where a Snyk IDE plugin is installed and enabled. Additionally, if the IDE has a Trust feature then the target folder must be marked as ‘trusted’ in order to be vulnerable. **NOTE:** This issue is independent of the one reported in [CVE-2022-40764](https://security.snyk.io/vuln/SNYK-JS-SNYK-3037342), and upgrading to a fixed version for this addresses that issue as well. The affected IDE plugins and versions are: - VS Code - Affected: <=1.8.0, Fixed: 1.9.0 - IntelliJ - Affected: <=2.4.47, Fixed: 2.4.48 - Visual Studio - Affected: <=1.1.30, Fixed: 1.1.31 - Eclipse - Affected: <=v20221115.132308, Fixed: All subsequent versions - Language Server - Affected: <=v20221109.114426, Fixed: All subsequent versions

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Snyk Snyk Cli All All All All

Application Snyk Snyk Language Server All All All All

Application Snyk Snyk Security All All All All

Application Snyk Snyk Security All All All All

Application Snyk Snyk Security All All All All

Application Snyk Snyk Security All All All All

References

Reference Source Link Tags

Merge pull request #106 from snyk/feat/trust-feature · snyk/snyk-eclipse-plugin@b5a8bce · GitHub MISC github.com

Code Injection in snyk | CVE-2022-24441 | Snyk MISC security.snyk.io

feat: add trust management mechanism (#187) · snyk/snyk-ls@b3229f0 · GitHub MISC github.com

How Scanning Your Projects for Security Issues Can Lead to Remote Code Execution | Imperva MISC www.imperva.com

Merge pull request #417 from snyk/feat/trust · snyk/snyk-intellij-plugin@56682f4 · GitHub MISC github.com

feat: add workspace trust (#217) · snyk/snyk-visual-studio-plugin@0b53dbb · GitHub MISC github.com

feat: workspace trust (#306) · snyk/vscode-extension@0db3b42 · GitHub MISC github.com
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Vendor Comments And Credit

Discovery Credit

LEGACY: Ron Masas - Imperva

There are currently no legacy QID mappings associated with this CVE.
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