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CVE CVE-2022-24441
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-30 13:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description The package snyk before 1.1064.0 are vulnerable to Code Injection when analyzing a project. An attacker who can convinc
] i

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Snyk Snyk Cli All All All All
Application Snyk Snyk Language Server All All All All
Application Snyk Snyk Security All All All All
Application Snyk Snyk Security All All All All
Application Snyk Snyk Security All All All All
Application Snyk Snyk Security All All All All
References |
Reference Source Link Tags
Merge pull request #106 from snyk/feat/trust-feature - snyk/snyk-eclipse-plugin@b5a8bce - GitHub ~ MISC github.com
Code Injection in snyk | CVE-2022-24441 | Snyk MISC security.snyk.io
feat: add trust management mechanism (#187) - snyk/snyk-ls@b3229f0 - GitHub MISC github.com
How Scanning Your Projects for Security Issues Can Lead to Remote Code Execution | Imperva MISC www.imperva.com
Merge pull request #417 from snyk/feat/trust - snyk/snyk-intellij-plugin@56682f4 - GitHub MISC github.com
feat: add workspace trust (#217) - snyk/snyk-visual-studio-plugin@0b53dbb - GitHub MISC github.com
feat: workspace trust (#306) - snyk/vscode-extension@0db3b42 - GitHub MISC github.com
CVE Program record CVE.ORG www.cve.org canon
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Vendor Comments And Credit

Discovery Credit
LEGACY: Ron Masas - Imperva

There are currently no legacy QID mappings associated with this CVE.
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