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Summary

CVE CVE-2022-24446

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-01 02:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description An issue was discovered in Zoho ManageEngine Key Manager Plus 6.1.6. A user, with the level Operator, can see all SSH servers (and user information) even if no SSH server or user is associated to the operator.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Key Manager Plus 6.1.6 All All All

Application Zohocorp Manageengine Key Manager Plus 6.1.6 build6100 All All

Application Zohocorp Manageengine Key Manager Plus 6.1.6 build6150 All All

Application Zohocorp Manageengine Key Manager Plus 6.1.6 build6151 All All

Application Zohocorp Manageengine Key Manager Plus 6.1.6 build6160 All All

Application Zohocorp Manageengine Key Manager Plus 6.1.6 build6161 All All

References

Reference Source Link Tags

CERT-XLM: Security advisory - Excellium Services MISC excellium-services.com

SSH key, SSL Certificate Management Solution for Enterprises MISC www.manageengine.com

CVE-2022-24446 - Excellium Services MISC excellium-services.com

Release notes for new features & enhancements - ManageEngine Key Manager Plus MISC www.manageengine.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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