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Summary

CVE CVE-2022-2447

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-01 21:15:00 UTC

Updated 2022-10-01 02:29:00 UTC

Description A flaw was found in Keystone. There is a time lag (up to one hour in a default configuration) between when security policy says a token should be revoked from when it is actually revoked. This could allow a remote administrator to secretly maintain access for longer than expected.

Risk And Classification

Problem Types: CWE-672

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Keystone - All All All

Application Redhat Openstack 16.1 All All All

Application Redhat Openstack 16.2 - All All

Application Redhat Openstack Platform 16.1 All All All

Application Redhat Openstack Platform 16.2 All All All

Application Redhat Quay 3.0.0 All All All

Application Redhat Storage 3.0 All All All

References

Reference Source Link

2105419 – (CVE-2022-2447) CVE-2022-2447 Openstack: Application credential token is valid beyond credentials expiration MISC bugzilla.redhat.com

Red Hat Customer Portal - Access to 24x7 support and knowledge MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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