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CVE CVE-2022-24562
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-16 19:15:00 UTC
Updated 2023-11-07 03:44:00 UTC
Description In 10Bit I0OTransfer 4.3.1.1561, an unauthenticated attacker can send GET and POST requests to Airserv and gain arbitrary

/ |

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

1|

Type Vendor Product Version Update Edition Language

Application lobit lotransfer 4.3.1.1561 All All

All

References

Reference Source
Exploiting I0Transfer insecure API CVE-2022—-24562 | by Tomer Peled | Jun, 2022 | Medium  MISC
The domain name iotransfer.com is for sale MISC

Exploiting I0Transfer insecure APl CVE-2022-24562 | by Tomer Peled | Medium

IOTransfer 4.0 Remote Code Execution ~ Packet Storm MISC
Clean, Optimize, Speed Up and Secure PC - Freeware Download - I0bit MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

Link Tags
medium.com

iotransfer.com

medium.com

packetstormsecurity.com

iobit.com
WWw.Ccve.org cano
nvd.nist.gov cano

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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