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Summary

CVE CVE-2022-24581

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-02 14:15:00 UTC

Updated 2022-06-11 00:58:00 UTC

Description ACEweb Online Portal 3.5.065 allows unauthenticated SMB hash capture via UNC. By specifying the UNC file path of an external SMB share when uploading a file, an attacker can induce the victim server to disclose the username and password hash of the user executing the ACEweb Online software.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aceware Aceweb Online Portal All All All All

References

Reference Source Link Tags

Student Registration Software | ACEware Systems, Inc. MISC aceware.com

AceWeb Internet Home Page - AceWeb Internet MISC aceweb.com

ACEware Systems, Inc. Forum • View topic - ACEweb 3.5.068 Released MISC www.aceware.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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