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CVE CVE-2022-24611
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-17 18:15:00 UTC
Updated 2022-05-26 15:16:00 UTC
Description Denial of Service (DoS) in the Z-Wave SO NonceGet protocol specification in Silicon Labs Z-Wave 500 series allows local a

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Silabs Sd3502 - All All All
Operating System Silabs Sd3502 Firmware - All All All
Hardware Silabs Sd3503 - All All All
Operating System Silabs Sd3503 Firmware - All All All
Hardware Silabs Zm5101 - All All All
Operating System Silabs Zm5101 Firmware - All All All
Hardware Silabs Zm5202 - All All All
Operating System Silabs Zm5202 Firmware - All All All
Hardware Silabs Zm5304 - All All All
Operating System Silabs Zm5304 Firmware - All All All
Reference Source Link Tags
GitHub - ITSecLab-HSEL/CVE-2022-24611: Details regarding the Z-Wave SO-No-More attack MISC github.com

Better and safer smart homes are built on Z-Wave - Z-Wave MISC z-wave.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov  canonical, analy
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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