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Summary

CVE CVE-2022-2464

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-08-25 18:15:00 UTC

Updated 2022-08-27 03:29:00 UTC

Description Rockwell Automation ISaGRAF Workbench software versions 6.0 through 6.6.9 are affected by a Path Traversal vulnerability. Crafted malicious files can allow an attacker to traverse the file system when opened by ISaGRAF Workbench. If successfully exploited, an attacker could overwrite existing files and create additional files with the same permissions of the ISaGRAF Workbench software. User interaction is required for this exploit to be successful.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rockwellautomation Isagraf Workbench All All All All

References

Reference Source Link Tags

Rockwell Automation ISaGRAF Workbench | CISA MISC www.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Mashav Sapir of Claroty Research reported these vulnerabilities to Rockwell
Automation and CISA.

Legacy QID Mappings

591053 Rockwell Automation ISaGRAF Workbench Multiple Vulnerabilities (ICSA-22-202-03)

591142 Rockwell Automation ISaGRAF Multiple Vulnerabilities (SEP-SA-2022-0001)
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