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CVE CVE-2022-24655
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2022-03-18 11:15:00 UTC
Updated 2022-03-25 17:07:00 UTC

Description A stack overflow vulnerability exists in the upnpd service in Netgear EX6100v1 201.0.2.28, CAX80 2.1.2.6, and DC112A 1.(
i

/ |

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Netgear Cax80 - All All All
Operating System Netgear Cax80 Firmware 2.1.2.6 All All All
Hardware Netgear Dc112a - All All All
Operating System Netgear Dc112a Firmware 1.0.0.62 All All All
Hardware Netgear Ex6100 - All All All
Operating System Netgear Ex6100 Firmware 201.0.2.28 All All All
Hardware Netgear Ex6200 - All All All
Operating System Netgear Ex6200 Firmware All All All All
Reference

Netgear_product_stack_overflow/NETGEAR EX series upnpd stack_overflow.md at main - doudoudedi/Netgear_product_stack_overflow - Git
Security Advisory for Pre-Authentication Command Injection on EX6100v1 and Pre-Authentication Stack Overflow on Multiple Products, PSV-:
www.netgear.com/about/security

CVE Program record

NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2022-24655/mitre
https://cve.report/CVE-2022-24655/nist
https://cve.report/CVE-2022-24655/cve_org
https://cve.report/CVE-2022-24655.pdf
http://cve.report/vendor/netgear
http://cve.report/software/netgear/cax80
http://cve.report/vendor/netgear
http://cve.report/software/netgear/cax80_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/dc112a
http://cve.report/vendor/netgear
http://cve.report/software/netgear/dc112a_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/ex6100
http://cve.report/vendor/netgear
http://cve.report/software/netgear/ex6100_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/ex6200
http://cve.report/vendor/netgear
http://cve.report/software/netgear/ex6200_firmware
https://github.com/doudoudedi/Netgear_product_stack_overflow/blob/main/NETGEAR%20EX%20series%20upnpd%20stack_overflow.md
https://kb.netgear.com/000064615/Security-Advisory-for-Pre-Authentication-Command-Injection-on-EX6100v1-and-Pre-Authentication-Stack-Overflow-on-Multiple-Products-PSV-2021-0282-PSV-2021-0288
https://www.netgear.com/about/security/
https://www.cve.org/CVERecord?id=CVE-2022-24655
https://nvd.nist.gov/vuln/detail/CVE-2022-24655

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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