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Certain versions of Php Everywhere from Php Everywhere Project
contain the following vulnerability:

PHP Everywhere <= 2.0.3 included functionality that allowed execution
of PHP Code Snippets via WordPress metaboxes, which could be used
by any user able to edit posts.

CVSS3 Score: 8.8 - HIGH
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CVE References

Description Tags Link

Critical Vulnerabilities in PHP Everywhere
Allow Remote Code Execution

Third Party Advisory

www.wordfence.com
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 MISC www.wordfence.com/blog/2022/02/critical-vulnerabilities-
in-php-everywhere-allow-remote-code-execution/

CVE-2022-24664 has been assigned by  security@wordfence.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  Alexander Fuchs - PHP Everywhere version <= 2.0.3
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

150493 WordPress PHP Everywhere Plugin : Remote Code Execution Vulnerabilities (CVE-2022-24663,CVE-2022-24664,CVE-2022-24665)

730372 WordPress Plugin Hypertext Preprocessor (PHP) Everywhere Remote Code Execution (RCE) Vulnerability

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Php Everywhere Project Php Everywhere All All All All

Discovery Credit

Ramuel Gall, Wordfence

Social Mentions

Source Title Posted (UTC)

 @gebutcher Forwarded from LeakInfo Исследователи обнаружили три критические уязвимости (CVE-
2022-24663, CVE-2022-24664 и CVE-… twitter.com/i/web/status/1…

2022-02-10
07:05:46

@RedPacketSec
PHP Everywhere plugin for WordPress code execution | CVE-2022-24664 -
redpacketsecurity.com/php-everywhere…

2022-02-10
11:02:08

 @ThreatMonIT CVE-2022-24664 - (CVSS v3 score: 9.9): RCE vulnerability that can be exploited by Contributors
through the plugin's… twitter.com/i/web/status/1…

2022-02-10
12:05:27

@autumn_good_35
CVE-2022-24663 CVE-2022-24664 CVE-2022-24665 Critical Vulnerabilities in PHP Everywhere
Allow Remote Code Execution… twitter.com/i/web/status/1…

2022-02-10
12:28:45

@ohhara_shiojiri
CVE-2022-24663,CVE-2022-24664,CVE-2022-24665 2022-02-11

05:20:57

 @twelvesec #WordPress plugin #PHPEverywhere is affected by three critical issues CVE-2022-24663, CVE-
2022-24664 & CVE-2022-246… twitter.com/i/web/status/1…

2022-02-11
07:02:02

 @CVEreport CVE-2022-24664 : PHP Everywhere <= 2.0.3 included functionality that allowed execution of PHP
Code Snippets via Wor… twitter.com/i/web/status/1…

2022-02-28
20:48:30
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