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CVE CVE-2022-24670

State PUBLIC

Assigner psirt@forgerock.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-27 17:15:00 UTC

Updated 2022-10-31 14:00:00 UTC

Description An attacker can use the unrestricted LDAP queries to determine configuration entries

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Forgerock Access Management 6.5.1 All All All
Application Forgerock Access Management 6.5.3 All All All
Application Forgerock Access Management 6.5.4 All All All
Application Forgerock Access Management 7.1.0 All All All
Application Forgerock Access Management 711 All All All
Application Forgerock Access Management All All All All
Application Forgerock Access Management All All All All
Application Forgerock Access Management All All All All
Application Forgerock Access Management All All All All

Reference Source Link Tags

AM Security Advisory #202204 | ForgeRock Backstage MISC backstage.forgerock.com

Downloads - BackStage MISC backstage.forgerock.com

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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