
CVE-2022-24693
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2022-24693

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-30 02:15:00 UTC

Updated 2022-04-07 16:08:00 UTC

Description Baicells Nova436Q and Neutrino 430 devices with firmware through QRTB 2.7.8 have hardcoded credentials that are easily discovered, and can be used by remote attackers to authenticate via ssh. (The credentials are stored in the firmware, encrypted by the crypt function.)

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Baicells Neutrino 430 - All All All

Operating System Baicells Neutrino 430 Firmware All All All All

Hardware Baicells Nova436q - All All All

Operating System Baicells Nova436q Firmware All All All All

References

Reference Source Link Tags

GitHub - lukejenkins/CVE-2022-24693 MISC github.com

img.baicells.com/Upload/20210909/FILE/98d2752f-6e83-49b1-9dab-d291e9023db6.pdf MISC img.baicells.com

Firmware MISC na.baicells.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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