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Summary

CVE CVE-2022-24697

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-13 13:15:00 UTC

Updated 2023-08-08 14:21:00 UTC

Description Kylin's cube designer function has a command injection vulnerability when overwriting system parameters in the configuration overwrites menu. RCE can be implemented by closing the single quotation marks around the parameter value of “-- conf=” to inject any operating system command into the command line parameters. This vulnerability affects Kylin 2 version 2.6.5 and earlier, Kylin 3 version 3.1.2 and earlier, and Kylin 4 version 4.0.1 and earlier.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Kylin All All All All

Application Apache Kylin All All All All

Application Apache Kylin All All All All

References

Reference Source Link Tags

oss-security - CVE-2022-43396: Apache Kylin: Command injection by Useless configuration MLIST www.openwall.com

N/A CONFIRM lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Kylin Team would like to thanks Kai Zhao of ToTU Secruity Team.

There are currently no legacy QID mappings associated with this CVE.
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