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Summary

CVE CVE-2022-24712

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-28 16:15:00 UTC

Updated 2022-03-08 18:08:00 UTC

Description CodeIgniter4 is the 4.x branch of CodeIgniter, a PHP full-stack web framework. A vulnerability in versions prior to 4.1.9 might allow remote attackers to bypass the CodeIgniter4 Cross-Site Request Forgery (CSRF) protection mechanism. Users should upgrade to version 4.1.9. There are workarounds for this vulnerability, but users will still need to code as these after upgrading to v4.1.9. Otherwise, the CSRF protection may be bypassed. If auto-routing is enabled, check the request method in the controller method before processing. If auto-routing is disabled, either avoid using `$routes->add()` and instead use HTTP verbs in routes; or check the request method in the controller method before processing.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Codeigniter Codeigniter All All All All

References

Reference Source

CodeIgniter4/v4.1.9.rst at 7dc2ece32401ebde67122f7d2460efcaee7c352e · codeigniter4/CodeIgniter4 · GitHub MISC

Cross-Site Request Forgery (CSRF) Protection Bypass Vulnerability in CodeIgniter4 · Advisory · codeigniter4/CodeIgniter4 · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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