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Summary

CVE CVE-2022-24714

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-08 20:15:00 UTC

Updated 2022-11-09 21:38:00 UTC

Description Icinga Web 2 is an open source monitoring web interface, framework and command-line interface. Installations of Icinga 2 with the IDO writer enabled are affected. If you use service custom variables in role restrictions, and you regularly decommission service objects, users with said roles may still have access to a collection of content. Note that this only applies if a role has implicitly permitted access to hosts, due to permitted access to at least one of their services. If access to a host is permitted by other means, no sensible information has been disclosed to unauthorized users. This issue has been resolved in versions 2.8.6, 2.9.6 and 2.10 of Icinga Web 2.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Icinga Icinga Web 2 All All All All

References

Reference Source Link

Icinga Web 2: Multiple Vulnerabilities (GLSA 202208-05) — Gentoo security GENTOO security.gentoo.org

Merge pull request from GHSA-qcmg-vr56-x9wf · Icinga/icingaweb2@6e989d0 · GitHub MISC github.com

Unwanted disclosure of hosts and related data, linked to decommissioned services · Advisory · Icinga/icingaweb2 · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184211 Debian Security Update for icingaweb2 (CVE-2022-24714)

710576 Gentoo Linux Icinga Web 2 Multiple Vulnerabilities (GLSA 202208-05)
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