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Summary

CVE CVE-2022-2472

State PUBLIC

Assigner cve-requests@bitdefender.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-15 14:15:00 UTC

Updated 2022-09-19 19:03:00 UTC

Description Improper Initialization vulnerability in the local server component of EZVIZ CS-C6N-A0-1C2WFR allows a local attacker to read the contents of the memory space containing the encrypted admin password. This issue affects: EZVIZ CS-C6N-A0-1C2WFR versions prior to 5.3.0 build 220428.

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ezviz Cs-c6n-a0-1c2wfr - All All All

Operating System Ezviz Cs-c6n-a0-1c2wfr Firmware 5.3.0 build220428 All All

References

Reference Source Link Tags

Vulnerabilities Identified in EZVIZ Smart Cams MISC www.bitdefender.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Bitdefender Labs

There are currently no legacy QID mappings associated with this CVE.
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