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Summary

CVE CVE-2022-24729

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-16 17:15:00 UTC

Updated 2023-11-07 03:44:00 UTC

Description CKEditor4 is an open source what-you-see-is-what-you-get HTML editor. CKEditor4 prior to version 4.18.0 contains a vulnerability in the `dialog` plugin. The vulnerability allows abuse of a dialog input validator regular expression, which can cause a significant performance drop resulting in a browser tab freeze. A patch is available in version 4.18.0. There are currently no known workarounds.

Risk And Classification

Problem Types: CWE-1333

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ckeditor Ckeditor All All All All

Application Drupal Drupal All All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Oracle Application Express All All All All

Application Oracle Commerce Merchandising 11.3.2 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.1.1.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.1.2.0 All All All

Application Oracle Financial Services Analytical Applications Infrastructure 8.1.2.1 All All All

Application Oracle Financial Services Analytical Applications Infrastructure All All All All

Application Oracle Financial Services Behavior Detection Platform 8.0.7.0 All All All

Application Oracle Financial Services Behavior Detection Platform 8.0.8.0 All All All

Application Oracle Financial Services Behavior Detection Platform All All All All

Application Oracle Financial Services Trade-based Anti Money Laundering 8.0.7 All All All

Application Oracle Financial Services Trade-based Anti Money Laundering 8.0.8 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.59 All All All
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Application Oracle Peoplesoft Enterprise Peopletools 8.59 All All All

References

Reference Source Link Tags

[SECURITY] Fedora 36 Update: ckeditor-4.20.0-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CKEditor 4.18.0 | CKEditor.com MISC ckeditor.com

[SECURITY] Fedora 36 Update: ckeditor-4.20.0-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Access to this page has been denied. CONFIRM www.drupal.org

Regular expression Denial of Service in dialog plugin · Advisory · ckeditor/ckeditor4 · GitHub CONFIRM github.com

[SECURITY] Fedora 37 Update: ckeditor-4.20.0-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Oracle Critical Patch Update Advisory - July 2022 N/A www.oracle.com

[SECURITY] Fedora 37 Update: ckeditor-4.20.0-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

154126 Drupal Core: CKEditor Library Multiple Vulnerabilities (CVE-2022-24728,CVE-2022-24729)

184002 Debian Security Update for ckeditor (CVE-2022-24729)

283229 Fedora Security Update for ckeditor (FEDORA-2022-b61dfd219b)

283475 Fedora Security Update for ckeditor (FEDORA-2022-4c634ee466)

730408 Drupal Core CKEDITOR library Cross-Site Scripting (XSS) Vulnerability (SA-CORE-2022-005)

https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/WOZGMCYDB2OKKULFXZKM6V7JJW4ZZHJP/
https://ckeditor.com/cke4/release/CKEditor-4.18.0
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https://github.com/ckeditor/ckeditor4/security/advisories/GHSA-f6rf-9m92-x2hh
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VR76VBN5GW5QUBJFHVXRX36UZ6YTCMW6/
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