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Summary

CVE CVE-2022-24740

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-14 23:15:00 UTC

Updated 2022-03-22 15:10:00 UTC

Description Volto is a ReactJS-based frontend for the Plone Content Management System. Between versions 14.0.0-alpha.5 and 15.0.0-alpha.0, a user could have their authentication cookie replaced with an authentication cookie from another user, effectively giving them control of the other user's account and privileges. This occurs when using an outdated version of the `react-cookie` library and a server is under high load. A proof of concept does not currently exist, but it is possible for this issue to occur in the wild. The patch and fix is present in Volto 15.0.0-alpha.0. As a workaround, one may manually upgrade the `react-cookie` package to 4.1.1 and then override all Volto components that use this library.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Plone Volto 14.0.0 - All All

Application Plone Volto 14.0.0 alpha10 All All

Application Plone Volto 14.0.0 alpha11 All All

Application Plone Volto 14.0.0 alpha12 All All

Application Plone Volto 14.0.0 alpha13 All All

Application Plone Volto 14.0.0 alpha14 All All

Application Plone Volto 14.0.0 alpha15 All All

Application Plone Volto 14.0.0 alpha16 All All

Application Plone Volto 14.0.0 alpha17 All All

Application Plone Volto 14.0.0 alpha18 All All

Application Plone Volto 14.0.0 alpha19 All All

Application Plone Volto 14.0.0 alpha20 All All

Application Plone Volto 14.0.0 alpha21 All All

Application Plone Volto 14.0.0 alpha22 All All

Application Plone Volto 14.0.0 alpha23 All All

Application Plone Volto 14.0.0 alpha24 All All

Application Plone Volto 14.0.0 alpha25 All All
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Application Plone Volto 14.0.0 alpha25 All All

Application Plone Volto 14.0.0 alpha26 All All

Application Plone Volto 14.0.0 alpha27 All All

Application Plone Volto 14.0.0 alpha28 All All

Application Plone Volto 14.0.0 alpha29 All All

Application Plone Volto 14.0.0 alpha30 All All

Application Plone Volto 14.0.0 alpha31 All All

Application Plone Volto 14.0.0 alpha32 All All

Application Plone Volto 14.0.0 alpha33 All All

Application Plone Volto 14.0.0 alpha34 All All

Application Plone Volto 14.0.0 alpha35 All All

Application Plone Volto 14.0.0 alpha36 All All

Application Plone Volto 14.0.0 alpha37 All All

Application Plone Volto 14.0.0 alpha38 All All

Application Plone Volto 14.0.0 alpha39 All All

Application Plone Volto 14.0.0 alpha40 All All

Application Plone Volto 14.0.0 alpha41 All All

Application Plone Volto 14.0.0 alpha42 All All

Application Plone Volto 14.0.0 alpha43 All All

Application Plone Volto 14.0.0 alpha6 All All

Application Plone Volto 14.0.0 alpha7 All All

Application Plone Volto 14.0.0 alpha8 All All

Application Plone Volto 14.0.0 alpha9 All All

Application Plone Volto 15.0.0 alpha0 All All

Application Plone Volto All All All All

References

Reference Source Link Tags

Sudden swap of user auth tokens · Advisory · plone/volto · GitHub CONFIRM github.com

Refactor cookie handling by sneridagh · Pull Request #3051 · plone/volto · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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