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Summary

CVE CVE-2022-24747

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-09 23:15:00 UTC

Updated 2023-06-30 19:04:00 UTC

Description Shopware is an open commerce platform based on the Symfony php Framework and the Vue javascript framework. Affected versions of shopware do no properly set sensitive HTTP headers to be non-cacheable. If there is an HTTP cache between the server and client then headers may be exposed via HTTP caches. This issue has been resolved in version 6.4.8.2. There are no known workarounds.

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Shopware Shopware All All All All

References

Reference Source Link Tags

HTTP caching is marking private HTTP headers as public · Advisory · shopware/platform · GitHub CONFIRM github.com

NEXT-20309 - Fix cache control · shopware/platform@d518631 · GitHub MISC github.com

Security Update 03/2022 MISC docs.shopware.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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