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Summary

CVE CVE-2022-24748

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-09 23:15:00 UTC

Updated 2023-06-23 19:17:00 UTC

Description Shopware is an open commerce platform based on the Symfony php Framework and the Vue javascript framework. In versions prior to 6.4.8.2 it is possible to modify customers and to create orders without App Permission. This issue is a result of improper api route checking. Users are advised to upgrade to version 6.4.8.2. There are no known workarounds.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Shopware Shopware All All All All

References

Reference Source Link Tags

NEXT-20305 - Secure proxy route to switch customer with ACL · shopware/core@329e4d7 · GitHub MISC github.com

Modify Customers, create Orders without App Permission · Advisory · shopware/platform · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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