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cssanmvancLranunsucHian  Gertain versions of Syliusgridbundle from Sy|IUS contain the foIIowing
vulnerability:

B liusGridBundle i kage of i ids f f
//l"\&‘,‘“\\ SyliusGridBundle is a package of generic data grids for Symfony

\“gggl’/ applications. Prior to versions 1.10.1 and 1.11-rc2, values added at the
\\&\!%% end of query sorting were passed directly to the database. The
S = maintainers do not know if this could lead to direct SQL injections but
took steps to remediate the vulnerability. The issue is fixed in versions
1.10.1 and 1.11-rc2. As a workaround, overwrite
the' Sylius\Component\Grid\Sorting\Sorter.php™ class and register it in the container. More
information about this workaround is available in the GitHub Security Advisory.

CVE-2022-24752 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: ) Sylius - SyliusGridBundle version < 1.10.1

Affected Vendor/Software: ) Sylius - SyliusGridBundle version 1.11-alpha, <= 1.11-rc

| CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: 7.5-HIGH
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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CVE References

Description

DQL injection through sorting
parameters blocked - Advisory -
Sylius/SyliusGridBundle - GitHub

bug #222 [Security] Dgl injection
through sorting parameters
blocked ... -
Sylius/SyliusGridBundle@73d0791
- GitHub

[Security] Dgl injection through
sorting parameters blocked by
Ichrusciel - Pull Request #222 -
Sylius/SyliusGridBundle - GitHub

Release v1.10.1 -
Sylius/SyliusGridBundle - GitHub

Release v1.11.0-RC.2 -
Sylius/SyliusGridBundle - GitHub

comment@cve.report.

/

Tags Link

[ github.com | () CONFIRM github.com/Sylius/SyliusGridBundle/security/advisories/GHSA-2xmm-g482-

text/html 4439

[aitnubcon e TVISE

github.com/Sylius/SyliusGridBundle/commit/73d0791d0575f955e830a3da4c3345f420d2f7

) MISC github.com/Sylius/SyliusGridBundle/pull/222

e €) MISC github.com/Sylius/SyliusGridBundle/releases/tag/v1.10.1

EEmE)  €) MISC github.com/Sylius/SyliusGridBundle/releases/tag/v1.11.0-RC.2

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

i

There are currently no QIDs asso

ciated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor
Application Sylius
Application Sylius
Application Sylius
Application Sylius
Application Sylius

cpe:2.3:a:sylius:syliusgridbundle

cpe:2.3:a:sylius:syliusgridbundle

cpe:2.3:a:sylius:syliusgridbundle

cpe:2.3:a:sylius:syliusgridbundle

No vendor comments have been

Product

Syliusgridbundle
Syliusgridbundle
Syliusgridbundle
Syliusgridbundle
Syliusgridbundle

dk kKK kKKK,

1.0

:1.11.0:alphat: "

:1.11.0:betat >

submitted for this CVE

Version

All

1.11.0

1.11.0

1.11.0

1.11.0

Update

All

alphat
betatl

rcl

Edition

All

All

All

All

All

Language
All
All
All
All

All
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