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Summary

CVE CVE-2022-24756

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-15 15:15:00 UTC

Updated 2022-03-24 02:58:00 UTC

Description Bareos is open source software for backup, archiving, and recovery of data for operating systems. When Bareos Director >= 18.2 but prior to 21.1.0, 20.0.6, and 19.2.12 is built and configured for PAM authentication, a failed PAM authentication will leak a small amount of memory. An attacker that is able to use the PAM Console (i.e. by knowing the shared secret or via the WebUI) can flood the Director with failing login attempts which will eventually lead to an out-of-memory condition in which the Director will not work anymore. Bareos Director versions 21.1.0, 20.0.6 and 19.2.12 contain a Bugfix for this problem. Users who are unable to upgrade may disable PAM authentication as a workaround.

Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bareos Bareos All All All All

References

Reference Source Link

Add PAM authorization by arogge · Pull Request #1121 · bareos/bareos · GitHub MISC github.com

Memory Leak in Bareos Director's PAM authentication may lead to Denial of Service · Advisory · bareos/bareos · GitHub CONFIRM github.com

Improper Authorization and possible DoS when using PAM Auth vulnerability found in bareos MISC huntr.dev

dird: Add PAM authorization by arogge · Pull Request #1115 · bareos/bareos · GitHub MISC github.com

Add PAM authorization by arogge · Pull Request #1119 · bareos/bareos · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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